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Total Adapter Based Picture

Discover 
FCF?

Operate Port via 
FC-BB-5

Operate Port in 
VN2VN (dABS) 

Mode
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Any 
assignable* 
FC-BB-5 Port

unassigned
YesNo

*Admin or Vendor determined

No Vn2VN Port 
unassigned 

& 
permitted*

Yes

Periodically Check

It is permitted to have some ports 
operating with FCFs and others 
operating in VN2VN mode



Purpose of the Proposal

This Proposal brings together the FC 
capabilities of direct interconnection with the 
Ethernet Switching capability. It will therefore 
bypass (or Shortcut around) any requirement 
for an FCF to be involved
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Harmonizations
1. The Direct Mode N_Port IDs Domain ID = 0 (00h)

• Agreed in last T11 Meeting

2. Will use most of the MAC Addresses establishment & verification shown in 
T11/10-060v0  Except:

– Will maintain the “Beacon” concept 
• Will “Beacon” VN_Port FC-ID & MAC Addr after establishment & verification
• Sent periodically in order to detect active FCoE Network Joins
• No Keep-Alives will then be required

– Refer to Claudio DeSanti’s subsequent presentation T11/10-156v0 for details

3. All new FIP Commands will be associated with a new Code Point
– Reduces impact on current Microcode

4. Neighbor List used, but such use is explained in this presentation

5. The use of the FC-4 Features are explained in this presentation

6. Still using the unique FC-MAP code of 0EFD00h (called dFC-MAP)
– Simplifies the ACEs/ACLs
– Permits additional validity checks by the ENodes
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Ethernet
Switch (A)

Ethernet
Switch (B)

Host
Systems

Storage
Controllers

(1) (2) (3) (4) (a)
(b) (c)

(d)

(L11)

(L4)(L3)
(L2)

(L1) (L5) (L8)(L7)
(L6)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

A CNA to CNA FCoE path between these Switch ports should now be possible even 
without an FCF using “Direct Mode” Adapter Based Shortcuts

An FCoE “Direct Mode” (dABS) Network Configuration 
Example
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Ethernet
Switch (A)

Host
Systems

Storage
Controllers

(1) (2)
(a) (b)

(L2)
(L1) (L4)

(L3)

CNA & 
VN_Port (X) CNA & 

VN_Port (Y)

An internal CNA to CNA FCoE path between these Switch ports should now be 
possible even without an FCF using “Direct Mode” Adapter Based Shortcuts

An FCoE “Direct Mode” (dABS) Network Configuration 
with a single Ethernet Switch 

Example
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Host Systems Storage Controllers

Direct Mode Determination
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X

If no response to FCF Discovery Solicitation and a VN2VN port is available and assignable* 
Or

If a VN2VN Port is required* to be assigned (or FCF Discovery is not permitted*)
Ą CNAs will enter “Direct Mode” for a Vn2VN capable port

*Admin or Vendor determined



Host
Systems

Storage
Controllers

Create 
VN_Port 

MAC Addr

Create 
VN_Port 

MAC Addr

In “Direct Mode” Ą Get a MAC Addr
(& identify Neighbors & Potential Partners)
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Use the  processes defined in T11/10-156v0 to Probe,  & Claim FC-ID & MAC Address
(FC-ID & MAC Address should be saved, if possible, for next Reboot)

Create  table of Neighbors
Identify which Neighbors are Potential Partners

(VN_Ports with appropriate FC-4 Type & Function)

Establish FC-ID & 
MAC Address



Build the Neighbor & Partner Table
(Example Table Shown)
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Flags
Low Order
16 bits of 
N_Port_ID

Port Name

Pointer to 
ENode MAC 
Address (of 

Potential 
Partner)

Physical
Port 
Bits

(one bit for 
each Port)

. . . .

. . .

. . . .

. . .

Potential 
Partner 

Flag

AS Claim Notifications and Claim Responses Arrive
• Record the N_Port_ID and the Port Name and point to ENode MAC Addr (if pp flag set)
• Examine the FC-4 Types and Features and set the Potential Partner flag if appropriate
• Also for each Potential Partner set another flag if the Remote P_Name < Local P_Name

Potential Partner P_Name < 
this P_Name 



FLOGI/PLOGIs

• The Potential Partners (PP) Flag indicates which 
neighbor matches the capability supported by this 
ENode
– No need to carry the complete FC-4 type and Function 

Table for each neighbor
Note: if a Port has multiple capabilities, there may be a PP Flags for each 
function 

(For example if a port is both a SCSI Target and Initiator, there might be two PP 
Flags, one for each)

• The VN-Port with the Highest N_Port_Name should
issue the FLOGI/PLOGI
– Indicated by the Other Flag Bit
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Host
Systems

Storage
Controllers

Then End-to-End Virtual Link is Established
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A VN_Port will select another VN_Port and send it an FLOGI

When a compatible VN_Port is found the VN_Port with the highest value N_Port_Name -- in 
the pair –should initiate the FLOGI

The VN_Port receiving the FLOGI (e.g. Target) will respond with an FLOGI ACCept
At that point the End-to-End Virtual Link has been established

PLOGI/PRLI etc can commence and ULP Data can be exchanged

Note: the FLOGI/PLOGI/PRLI processes are defined by the 
Point to Point Rules in 6.2.2.2 & 6.2.2.4 in FC-LS

FLOGI from Initiator 
FLOGI ACC from Target

Send FLOG 
to Target

Send FLOGI 
ACC to 

Initiator



Host
Systems

Storage
Controllers

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

FCoE ULP Frames

Exchange
FCoE bidirectional ULP  Messages

& Periodic Beacons

Then you Send & Receive FCoE ULP Frames
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The VN_Ports will Beacon their MAC Addr Ownership 
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The ENode will periodically Beacon its VN_Ports’ ownership of its N_Port_ID and MAC Addr

This will force detection of conflicts when “Network Joins” occur

Host
Systems

Storage
Controllers

Multicast the “Owned”
FC-ID & MAC Addr

To “All_VN2VN_Enode_MACs”



Keep Alives

• This function is accomplished by the beacons 

• No Keep Alive method is needed
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When Networks are Joined
Duplicate VN_Port MAC Address are possible
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Host
Systems

Storage
Controllers

Multicast the 
“Owned” FC-ID & 

MAC Addr

When Beaconed MAC Address conflicts are detected by the “Owning” ENode/VN_Ports
The conflict must be resolved

Therefore, the VN_Port with the smaller VN_Port_Name must be Logged out and restarted 
(By generating the next Random Number for FC-ID and MAC Address etc.)



Security
• If there is no FC Fabric, no Security is provided by the Fabric 

• In “Direct Mode” the installation is responsible for Security

– Admin sets up appropriate VLANs

– Admin may subset Targets for specific Initiators within an appropriate VLAN

– Admin may subset Initiators that can discover Targets, and ENodes that can 
FLOGI

– Admin can setup appropriate ACLs/ACEs
• See “ACLs/ACEs” slide below

– Dynamic ACEs can add additional protection on Initiator ports
• See “ACLS/ACEs” Slide below 

– Adapters can perform checks which limit exposure
• See “Checks Performed by Adapters” slide below

• FC-SP can be used if supported by Initiator & Target

• If customer wants more – they should

– Buy an FCF and use FC-BB-5 processes

– Use sFCF
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Checks performed by Adapters
(When in a “Direct Mode” Environment)

• Beacons, Probes, & Claim Notifications must have DA of “All-VN2VN-ENode-
MACs”

• All FLOGIs must be consistent with Neighbor set with appropriate Potential 
Partner Flags
• MAC Addresses, S_ID, etc. should all be validated

• Also should similarly validate that the FLOGI ACC/RJT 

• All FLOGOs must be check for consistency and validity (i.e. existing Partner)
– Also for FLOGO ACC/Reject 

• FCoE Type Frames must have SApre and DApre set = dFC-MAP

• FCoE Type Frames must be from Established Peers
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ACLs/ACEs Considerations
Base ACEs (Static)   New Work for Joe Pelissier

;New “direct ABS” Mode Static ACEs, placed on top of FC-BB-5 Static ACEs
• DA=All-VN2VN-ENode-MACs, Type = FIP, permit; (for MAC Addr Probe, Claim, & Beaconing)

• ??????????????;  (for FLOGI, and FLOGO FIPs)

• ??????????????; (for  FLOGI ACC /Reject and FLOGO ACC/Reject; +Claim Response & Conflict Reply)

; FC-BB-5 compatible 
• DA = All-FCF-MACs, Type = FIP, permit;

• DA = {FCFs}, Type = FIP, permit; -- If any FCFs exist (only applicable if new FCFs are started after” Direct Mode”)

• Type = FIP, deny;

• Type = FCoE, deny;

• SApre = FC-MAP, deny; --Note: applies to FPMA only 

• Any non-FCoE related ACEs

Dynamic  ACE (placed Dynamically on top of the Base ACEs)
• SA = acquired VN_Port MAC address, DA = FCF/Target MAC Addr, Type = FCoE, permit;  -- Dynamic (for Data)

• ; Created From information within the FLOGI/FLOCI ACC FIP Frame

Optional Static ACE (if only in direct ABS mode & Dynamic ACEs not possible)
• SApre = dFC-MAP, DApre = dFC-MAP, Type = FCoE, permit;  (for all FCoE operations)
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Summary
• ABS “Direct Mode” can support Connections 

without an FCF
– Ethernet Switched connections
– Un-switched connections, but Claudio has more to say 

about that in T11/10-156v0

• Made for smaller installations where Admin is 
responsible for ensuring appropriate Security is in 
place, and does not need Hard Zoning

• Permits FCoE to go into very small installations
– Focus is on single Lossless Ethernet Segments
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Thank You
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The following slides will show additional details

1. Direct Mode Operational details
2. VLAN information & Adapter Model



Add’l Details
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Direct Mode operation

When in “Direct Mode” 
• ENodes Dynamically create their own VN_Port (FPMA) MAC Address

– Details in T11/10-156v0

• Claim Notifications and Responses will send their FC-4 types & features 
Tables like they do when updating the Name Server

– In that way a Neighbor Table with indicators for appropriate potential partners 
can be built

• All FLOGI functions are performed within the Admin established VLAN

• The port with the highest N_Port_Name issues the FLOGI & PLOGI, etc. (per 
6.2.2.4 in FC-LS)

• Most other protocols are the same
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Direct Mode and Multiple VLANs per 
ENode
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VLAN -1, 2, 3 VLAN -1, 3 VLAN -5, 6VLAN 5, 6 VLAN - 5, 6

VLAN -1, 4 VLAN -1, 4 VLAN -2, 4, 5 VLAN -2, 5

VLAN -1, 3

Sys A Sys CSys B Sys ESys D Sys F

Store I Store II Store III Store IV

Sys A may talk to
Store I & II via VLAN-1, 
Store III & IV via VLAN-2,
& Sys B & C on VLAN-3

Sys B &C may talk to 
Store I & Store II via VLAN-
1, & Sys A, B, C  on VLAN-3

Sys D, E, & F may talk to 
Store III, & Store IV on 
VLAN-5, & SYS D, E, & E on 
VLAN-6 

Sys G may talk to Store I, II, & III

Sys G

VLAN -4



FC-ID/MAC Address with Multiple VLANS

• Duplicate FC-ID and MAC address may exist across 
multiple VLANs (whether in FC-BB-5 or Direct-Mode)
– The uniqueness of the dynamically created FC-ID/MAC 

Addr can not be assured across VLANs that are not 
associated with the ENode

– MAC Addr can be duplicated across VLANs without a 
network issue 
• VLAN number is logically part of the total MAC address

• FC-BB-5 showed a per VLAN model

• The full ENode model (with VLANs & VN2VN Virtual 
Links) is shown below
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Full ENode Model 
(with multiple VLANs depicted)

02/3/2010 direct Adapter Based Shortcuts (dABS) 25

…

Each instantiation's N_Port_ID & MAC Address is independent of  the others
They can be duplicates (if they are in different VLANs)

VLAN-4

VLAN-3

VLAN-2

VLAN-1 
(Maybe the 

default 
VLAN)


