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Purpose of the Proposal

This Proposal brings together the FC
capabilities of direct interconnection with the
Ethernet Switching capability. It will therefore

bypass (or Shortcut around) any requirement
for an FCF to be involved



5.

Changes for this Iteration

Limited the Direct Mode N_Port IDs Domain ID to 240 (FOh)

. Not used with FC or FCoE (BB-5)
. 241 — 254 will be reserved for future use if needed

Will use a Multicast MAC Address verification instead of a Unicast

. Probably easer to implement
. The Multicast AdduUN2/S-ENode-BIAGe” used is “ALL

— Therefore, Non Direct-Mode ENodes will not be involved

Wi | | “ Be ac olb&MAZ NddrRBfterredtablifhdent & verification

. Sent periodically in order to detect active FCoE Network Joins
Updated the proposed VN2VN Discovery request/Advertisement FIP packets

Solicited advertisement may include items usually registered with Name Server
(Such as the FC-4 Feature of a requested responder -- Needs more discussion on contents)

Added a unique FC-MAP code of OEFDOO (called dFC-MAP)

Simplifies the ACEs/ACLs

Permits additional validity checks by the ENodes
Us es o0 n/M2VN-EN@le-MACd” Mul ti cast 1 nst
Initiators and Targets

Will specify the FC-4 Feature in the VN2VN Discovery solicitation to limit responses

It is up to the ENodes if they want to Solicit/Advertise or not
(e.g. Targets may chose not to solicit & Initiators may not chose to advertise)
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Ethernet Ethernet
Switch (A) (L11) - SW|tch (B)
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VN_Port (X)

CNA &
VN_Port (Y)

Storage

Host Controllers

Systems

1) 2) 3)

A CNA to CNA FCoE path between these Switch ports should now be possible even
without an FCF using “Direct Mod
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with a single Ethernet Switch

Example
CNA & Ethernet
VN_Port (X) Switch (A) CNA &

VN_Port (Y)

Host
Systems

,/l Storage
. f Controllers

1) ) @ ()

An internal CNA to CNA FCoE path between these Switch ports should now be
possi ble even without an FCF wusing



Firstyou see of FCF Is present

Initiator

! Target CNA I

Storage
Controllers
With no response to FCF Discovery Solicitation
CNAs wi | | enter “Direct Mo

Systems &=
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Create
VN_Port
MAC Addr

i

Multicast the FAD
MAC Addr for
unigueness

Storage
Controllers

Each ENode Generates a FC-ID & MAC Address for its own VN_Ports
Then it will Multicast - within its configured VLAN(s)-a me s s a {yN2VN:MA C'sA’|
to see if the chosen FC-ID & MAC Addr is Unique

If it is Unique, no response will be received
and the VN Port will be consideredtheFC-l D & MAC Addr “ 0!

If not Unique a Conflict Response Message will be Received
If Conflict, the ENode will Generate another FC-ID & MAC Address and Multicast again, etc.
(FC-ID & MAC Address should be saved, if possible, for next Reboot)
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Address Verification & Conflict

After N_Port_ID (& MAC Address) generation

— The ENode will Multicast a Verification Request & await a response
— After the wait, N_Port_ID (& MAC Address) will be considered valid and Active

If before the end of the Wait, a Verification Request arrives from another
port requesting Verification of the same N_Port_ID (& MAC Address)

— If the Beacon Flag is off

* The Port with the largest VN_Port Name will assume ownership of the with the
N_Port_ID (& MAC Address)

* The other Port will generate another N_Port_ID & try again

— If the beacon Flag is set
* Ignore (because an Conflict response will also arrive)

If before the end of the Wait, a Conflict response is received
— The Requesting Port must generate another N_Port ID & try again

If no conflict is received before the end of the Wait, the VN_Port can be
considered to be the OWNER of the specified N_Port_ID (& MAC Address)
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ENodes will Solicit Advertisements

Sends Beceive
Discovery E— D|.sc'ovc.ery
Solicitation — E=== Solicitations

Discover Solicitation
02 &NIVN
Enodea ! / a ¢

Storage
Controllers

ENodes wi l | |l ssue (within aVNVNENMe-MAC D
(with requested FC-4 Feature)

Expect Initiators to issue solicitations for Targets (and ignore other solicitations)
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VN_ Ports will Respond

Receive
Advertisements
from Targets

Send Unicast
Advertisements

Targets will send
g g Storage
(=N Controllers

4
ost E! E_a @ = ! é! Advertisements to g =
Systems & = = the Solicitating ~

Initiator

Each ENode (e.g. Target), that received the Solicitation (and has the requested FC-4 feature) will
respond with a Unicast Advertisement to the Solicitating ENode (e.g. Initiator) with each of their
appropriate VN_Port MAC Address in the Advertisement

The Solicitating ENode (e.g. Initiator) will know the MAC Addresses of all the VN_Ports with the
requested FC-4 feature (e.g. Targets) and create a list of appropriate VN_Ports (e.g. Targets)

List may be pruned based on Admin directions
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Then Endo-End Virtual Link i1s Established

Send FLOGI
ACCto
Initiator

Send FLOG
to Target

FLOGI from Initiator

| FLOGI ACC from Tar@ g g

A VN_Port will select another VN_Port and send it an FLOGI
For FC-4 type = SCSI:
The Initiator will select a Target from a list of all the responding Targets and send it an FLOGI
For peer to peer operations (not SCSI):
When a compatible VN_Port is found the VN_Port with the highest value N_Port_Name -- in
the pair —may/should initiate the FLOGI

Storage

Host Controllers

Systems

The VN_Port receiving the FLOGI (e.g. Target) will respond with an FLOGI ACCept
At that point the End-to-End Virtual Link has been established
PLOGI/PRLI etc can commence and ULP Data can be exchanged

Note: the FLOGI/PLOGI/PRLI processes are defined by the
Point to Point Rules in 6.2.2.2 & 6.2.2.4 in FC-LS
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Then you Send & Receive FCoE ULP Frames

CNA &
>, FCOE ULP Frame{eﬁ b & .q Storage
ég { {/l E { Controllers
= [

Exchange
FCoE bidirectional ULP Messages
& Keep Alive Messages
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The VN_Ports will Beacon their MAC Addr Ownership

) Storage
Controllers

The ENode wil/l periodically Beacon 1its

This wil |l f or ce deNewalkJoimsn oocfc ucconf
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When Networks are Joined

Multicast the

, , A - St
Host ah 9 )f S R[é& Con(:rr(iﬁzrs
Systems MAC Addr

When Beaconed MAC Address conflicts ar

The conflict must be resolved

Therefore, the VN_Port with the smaller VN_Port_Name must be Logged out and restarted
(By generating the next Random Number for FC-ID and MAC Address etc.)
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Address Beaconing & Conflict

At a periodic rate each VN
(& MAC Address) must have the ENode Beacon its

Ownership via a Multicast

If at any time a port OWNING a N_Port_ID (& MAC
Address) receives a Beacon (Verification Request with the B

Flag Set) FIP Message with the same N_Port_ID (& MAC
Address)

— The ENode must report this as a probable Network Join
Condition/Error and then take the following remedial action
* The VN_Port with the smallest VN_Port_Name value should

— Logoff the fabric (port logoff, and Fabric Logoff)

— Have the ENode Generate a new N_Port_ID (next value in the Pseudo
Random number generator from the original seed) re-FLOGI, etc.

* The port with the largest VN_Port_Name value should continue

operations as normal
5
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Initial Login Flow Ladder (2 FIP Phases)

(within any specific VLAN) FCOE |nitia|izati0n
ENode FCF/Peer ENode Protocol (FIP)

Discovery of FCS Mf,"t'caSt FCF Solicitation
to “ALL FCF-MACS”

NO Response No FCF
Create & Validate Multicast vajig
ate Re
FC_ID/MAC Ao|o|r,/’th:\J-E;\;ode_,\/,(],:JTG}t o
! Conflict with another ENode Discovery
\*  Phase

Discovery of Peers NO Response No Conflict
(Initiator) ENode  Multicast Disc. Solicitatio
Discovery (et.al.)  to“ALL- VN2VN-ENode-macs” ~ Unicast Advertisement in Jumbo Frame

by Avail (Target) ENodes (et.al.)
Select Peer (Target)
from Advertisements
FLOGI to Peer ‘ Login Phase
(Target) ENode . ———— FLOGIACCwiththe Peer

(Initiator) ENode

FC Command Normal FC

(Using the FCF ;
selected MAC \ PI’OCeSSIng

Address as the SA) - FC Command responses
FCoE Protocol

: 5
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Direct Mode and Multiple VLANSs per
ENode

VLAN-1,2,3 VLAN-1, 3 VLAN-1, 3 VLANS5, 6 VLAN -5, 6 VLAN -5, 6

" Sys A may talk to
Store | & Il via VLAN-1,
Store Il & IV via VLAN-2,
& Sys B & C on VLAN-3

Sys B &C may talk to
Store | & Store Il via VLAN-
1, & Sys A, B, C on VLAN-3

Sys D, E, & F may talk to
Store | Store Il Store llI Store IV Store |||, & Store |V on
VLAN-5, & SYSD, E, & Eon

VLAN -1, 4 VLAN -1 4 VLAN -2, 4,5 VLAN -2, 5
' VLAN-6

Sys G may talk to Store |, II, & 1lI
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FC-ID/MAC Address with Multiple VLANS

* Duplicate FC-ID and MAC address may exist across
multiple VLANs (whether in FC-BB-5 or Direct-Mode)

— The uniqueness of the dynamically created FC-ID/MAC
Addr can not be assured across VLANs that are not
associated with the ENode

— MAC Addr can be duplicated across VLANs without a
network issue

* VLAN number is logically part of the total MAC address

* FC-BB-5showed a per VLAN model

* The full ENode model (with VLANs & VN2VN Virtual
Links) is shown below

>
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Full ENode Model
(with multiple VLANs depicted)

WN_Port to WMN_Port
Wirtual Links support

| |
FC-3/FC-4s || FC-3/FC-4s || FC-3/FC-4s /
Fy I I 'y I I Yy
[ : ] Ill I'|
l__________i{_________l '___________ft_________l 'I |
! b : : I ¥ : : ‘ ¥ | | ——————— '
11 Il VLAN_l I
VM _Port | P2y | ! VN_Port| Fe2v | ! | VMN_Port | FC-2¥ Iu' |
I;I y :I L Iy /1 (Maybe the !
el = D\ | default
FCoE_LEP Eﬁgg I FCoE_LEP Ecnﬁt'; | [Foee en ]} Eﬁfl’g I :
£ Confroller 0 X _——— e —— ]
11 ry 11
vy ¥ vy v

Lossless Ethernet MAC _

Each instantiation's N_Port_ID & MAC Address is independent of the others
They can be duplicates (if they are in different VLANSs)

20
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FIP Operation Codes

(with new operations highlighted)

Operation Code | Subcode Operation
0001h O1h Discovery, Solicitation ENode/FCF to FCF
02h Discovery, Advertisement from FCF
03h Discovery, Solicitation VN2VN
04h Discovery, Advertisement VN2VN
0002h 0l1h FLOGI/FDISC/LOGO/ELP, Request
02h FLOGI/FDISC/LOGO/ELP, Reply
0003h 01h FIP Keep Alive
02h FIP Clear Virtual Link
0004h 01h FIP VLAN Request
02h FIP VLAN Notification
0005h 01h FC-ID/MAC Address Verification Request/Beacon
02h FC-ID/MAC Address Conflict Response
FFF8h .. FFFEh | OOh .. FFh Vendor Specific
All others All others Reserved

22
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New FGD/MAC Addr Verification Request/Conflict FIP Messa

FIP Operation Code = 0005 Reserved | SubCode= 01h

Descriptor List Length =5 Flags B
Type = 11 I Len=5 Beacon
(Potential or Owned) VN_Port MA&ddress Flag

Reserved I (Potential or Owned) VN_Port N_Port_ID {HQ)
VN_Port Name

N_Port ID/MAC Address Verification Solicitation

FIP Operation Code = 0005 Reserved | SubCode= 02h

Descriptor List Length =5 Flags
Type =11 I Len=5
Conflicting VN_Port MAG@ddress
Reserved I Conflicting N_Port_ID (FID)
VN_Port Name

N_Port ID/MAC Address Conflict Response
g’.}



VN2VN Discovery Solicitation

New
Subcode

FIP Operation Code = 0001h Reserved I SubCode = 03h
Descriptor List Length = 7 Flags
Type =2 I Len=2
i Solicitating ENode i MAC Address
Type =4 I Len=3 I Reserved
. Solicitating Nogie_Name
Type =6 | Len=1 | MAX FCOE Size
New Type ]\ Type = 15 I Len=1 I FC-4 Device Feature ID I Rsvrd
Solicited Feature ID (e.g. Target)
FC4 Type Word 4 Position | FG4 Feature Reserved
Refer to (5 bits) (within # (4 Bits)
5.2.3.13in Type word (4 Bits)
FC-GS-6 (3 bits)

fz
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VN2VN Advertisement FIP Messages

FIP Operation Code = 0001h Reserved

SubCode = 04h

Descriptor List Length = 17

Flags

Type=1 I Len=1 Reserved I Platform Priority
Type =2 I Len=2
Advertising ENode MAC Address
Type =4 I Len=3 I Reserved
Advertising Node_Name
Type =11 I Len=5 I
VN_Port MAC Address
Reserved I VN_Port N_Port_ID
N_Port Name
New Type ]\&
s Type = 16 I Len=3 I Reserved
]\ Advertising Platform Name
New Type
s = == Type = 15* | Len =1 | FC-4 Feature ID |
Type =12 I Len=2 I Reserved

Advertisement Period

Padding to Max Receive Size of Soliciting Entity, if Solicited (i.e. if S=1b,

otherwise no padding

* Using option 1 or 2 of this new descriptor type

-
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Security

e |Ifthereis no FC Fabric, no Security is provided by the Fabric

e I n “Direct Mode” the i1 nstallati on
— Admin sets up appropriate VLANs
— Admin may subset Targets for specific Initiators within an appropriate VLAN

— Admin may subset Initiators that can discover Targets, and ENodes that can
FLOGI

— Admin can setup appropriate ACLs/ACEs
- See “ACLs/ ACEs” slide below

— Dynamic ACEs can add additional protection on Initiator ports
* Protocol provides some assistance with FIP
+ See “ACLS/ACEs” Slide below

— Adapters can perform checks which limit exposure
- See “Checks Performed by Adapters” slide b

* FC-SP can be used if supported by Initiator & Target

e |f customer wants more —they should
— Buy a small FCF and use the Shortcut mode
— Buy a full size FCF and use FC-BB-5 processes ]
5



Summary

e ABS “Direct Mode"” can
without an FCF

— Ethernet Switched connections
— Un-switched connections

 Made for smaller installations where Admin is
responsible for ensuring appropriate Security is in
place, and does not need Hard Zoning

* Permits FCoE to go into very small installations
— Focus is on single Lossless Ethernet Segments

>
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Thank You

The following slides will show additional details

Valid Settings for SA & DA
Checks performed by Adapters
ACLs/ACEs Considerations

1. Direct Mode Operational details
2. Misc. Details

3. Keep Alives

4. VN_Port MAC Address Creation
5. SID&D_ID

6.

7.

8.

direct Adapter Based Shortcuts (dABS)
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“Dl r ect Mo due ” O

* Initial FCF discovery occurs using the FCF Discovery
Solicitation FIP Message
—Mul ti1 calEKREF-MA Qs " Al |

* When ENodes get no response to FCF Discovery

Solicitation they mDegegt at
Mode”
— If permitted by the Admin or Default

— ENodes will be able to attempt to Discover appropriate
Direct Mode partner ENodes (e.g. Initiators Discovering

Targets)
* By selecting the FC-4 Feature (e.g. SCSI Target) desired
* Only the ENodes with the matching FC-4 Feature should respond

S




“Dil rect Mo dpee ”

When 1 n “Direct Mode’

* ENodes Dynamically create their own VN_Port (FPMA) MAC Address
— Details on *VN_Port MAC Address Creatio

 ENodes (such as Initiators) may issue a discovery solicitation with DA = “All-VN2VN-
ENode-MACs” & S A = “ ENo cequestM@r&Sporsed flom spscidic”
FC-4 feature devices (such as Targets) on each of their authorized VLANs
— The FC-4 featured devices (such as Targets) respond with a Unicast solicited Discovery

Advertisement back to the Soliciting (I
( Target ' s) MAC Address as SA, and its V

 When Targets ENodes initially come up (and do not find an FcF), and after establishing
their MAC Address etc., they should wait until they receive a solicitation for
Devices with their FC-4 Feature, before they respond with an Advertisement

* FLOGI and FLOGI Accept, etc. then occur directly between Initiators and Targets

VN_Ports
P

=



Direct Mode operation (3)

Initiator performs all functions within the Admin established VLAN
- FLOGI s SA = VN_Port MAC Address
- FLOGI s DA = VN_Port MAC Address of

* Selections can be adjusted based on Admin input

Targets perform the FLOGI ACCEPT
— See Point to Point FLOGI Rules (6.2.2.2 & 6.2.2.4 in FC-LS)
— Must use its VN_Port MAC Address as the SA
— DA = FLOGI Request’ s VN _ _Port MAC Ao

Either the Initiator performs the PLOGI, PRLI or the port with the highest
N_Port_Name issues the PLOGI, etc. (per 6.2.2.4 in FC-LS)

Most other protocols are the same
— Butsee--Ot her “ Direct HMNbobodd(eelowMi sc Det ai l
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Ot her “DlI r ect Mo

An Initiating ENode will place the MAC address of one of its VN2VN VN_Ports into the
descriptor of an FLOGI FIP message and the SA
— Use DA = Target’'s VN _ _Port MAC Address (receive
— and send it on an authorized VLAN

A Target of an FLOGI must “reflect” t1
initiating ENode (in the FLOGI ACCEPT) and use an SA = VN_Port MAC Address of the
Accepting ENode, DA = VN_Port MAC Addr of the VN_Port initiating the FLOGI

— This “reflection” of the descriptor VN _Port M£
and has no FCoE operational effect

— S ID & D_ID will be set as detailed on the S_ID & D_ID slide below
Target ENodes should provide the appropriate Platform Name in the Advertisements

LOGO can be issued by either side and will end the logical connection and drop PLOGIs
and PRLIs etc.
— When LOGO is received by either side it should respond with an LOGO ACCEPT

For removal of any dynamic ACEs



Keep Alives

* No unsolicited FCF Advertisement will be used

* Keep Alive FIP Messages will be issued
periodically (every FKA ADV period) on behalf
of the local VN _Port(s) to the Remote

VN _ Port(s)



VN_Port MAC Address Creation

e ENodes i n “Direct Mode"” wi | | create

— MAC Address will be based on using the Direct-Mode FC-MAP in the High Order 24 bits
of the Address ‘' O0OdEEGMABIO” h (call ed herei
— The Low Order 24 bits will must be chosen as follows

* The High order 8 bits will have a value of 240 (FOh) —In FPMA this is the Domain ID bits and
values of 240 — 254 are not used in BB-5 FCoE

* The Low order 16 bits will be in the range 0001h & FFFEh (inclusive) & will be chosen by a

pseudo random number generator with a seed

* This 24 bit value will also become the FC-ID (N_Port_ID) of the VN_Port
 ENodes must determine that the chosen MAC Address (& FC-ID) is unique

— By Multicastingan® N Port | D/ MAC Addr e sBPM¥ssagetof | C a !

1] ”

- ENodes must check to deter miDgiMACI f an:

Addresses are duplicated in a received Verification Solicitation

— If a duplication is detected, the ENode must respond back with a Unicast
“N Port | D/ Qdiilicx Refpdnéle IFlR Message

— Then the original ENode should use the next pseudo random number in the sequence to
develop a new FC-ID and MAC Address, etc.

 ENodes do this as soon as they know they are operating in direct ABS mode
Note: The Verification Solicitation & Conflict Responses can be doubled for reliability as seen in T11/09—51§

S




S ID&D ID

The Initiator VN_Port will set the S_ID in the FLOGI to the value of its

dynamically created FC-ID (N_Port_ID) and the D_ID to Zero (or
‘“FFFFFEQ’ * )

— And will subsequently use the S_ID returned in the FLOGI ACCEPT as the
Target’ s FC_I D and wil |l pl ace it
sends messages to the Target VN_Port

The Target will obtain the Initiator's FC_ID from the S_ID sent in the
FLOGI request

— And subsequently use that FC_ID as the D_ID when it sends messages to
the Initiator

— Andits own FC-ID asthe S_ID

‘“FFFFFE’ i s t hkeowrFaddRg utin VE @arttoVd Polt @rnectiiethete is no F_Port

=2



Valid settings for SA & DA

(in direct mode FIP messages)

Addr Verification Request (or Ownership Beacon) ENode “AVN2 VN
Addr Conflict Response VN_Port ENode
Discovery Solicitation ENode “ AVYNRVN ...”
Discovery Solicited Advertisement Response VN_Port ENode
Multicast Unsolicited Advertisement (Not Used) NA NA
FLOGI Request VN_Port VN_Port
FLOGI Accept/Reject Response VN_Port VN_Port
FLOGO Request VN_Port VN_Port
FLOGO Accept/Reject Response VN_Port VN_Port
Keep Alive VN_Port VN_Port
Clear Virtual Link (Not Used) NA NA
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Checks performed by Adapters
(When 1 n a “Direct Mode” EI

Shoul d not accept any FI PVYNAVA-vert.
ENode-MA Cs ”

fFIPNOTMu | t i Cc\WN3VN-ENodd-MA Cs”™ t hen SAWACe

On Address Conflict FIP Response Ignore response if SA not Equal to
VN_Port being Validated

FLOGI & FLOGI ACC FIP frames should be checked for consistency

— Target should validate that the S _|I D an
FLOGI

— The initiator should validate that the FLOGI ACC/RJT has the SA = that sent in FLOGI DA

FCoE Type Frames must have SApre and DApre set = dFC-MAP

FCoE Type Frames must be from Established Peers \
)
S



ACLs/ACEs Considerations

Base ACEs (Static)

New “direct ABS"” Mo de S-BBaStStaticACEA CE s

DA=AII-VN2VN-ENode-MACs, Type = FIP, permit; (for MAC Addr verification, Beaconing, & peer Discovery)
*  SApre = dFC-MAP, DApre = dFC-MAP, Type = FIP, permit; (for all other non Addr Conflict or Advertisement)
SApre = dFC-MAP, Type = FIP, permit; (for Conflict & Solicited Advertisement)
; FC-BB-5 compatible
* DA = All-FCF-MACs, Type = FIP, permit;
* DA={FCFs}, Type =FIP, permit; -1 f any FCFs exi st (only applicabl e
e Type =FIP, deny;
*  Type = FCoE, deny;
*  SApre = FC-MAP, deny; --Note: applies to FPMA only
*  Any non-FCoE related ACEs

Dynamic ACE (placed Dynamically on top of the Base ACEs)

« SA=assigned VN_Port MAC address, DA = FCF or Target MAC Addr, Type = FCoE, permit; -- Dynamic (for Data)

Optional Static ACE (if only in direct ABS mode & Dynamic ACEs not possible)
SApre = dFC-MAP, DApre = dFC-MAP, Type = FCoE, permit; (for all other non Addr Conflict or Advertisement)
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VN2VN Discovery Solicitation
(Option 2)

FIP Operation Code = 0001h Reserved I SubCode = 03h New
Subcode
Descriptor List Length = 7 Flags
Type = 2 I Len=2 F=0

Solicitating ENode MAC Address

Type =4 I Len=3 I Reserved

Solicitating Node_Name

Len=1 | MAX FCOE Size

Len=1 I Reserved I Word #\ h

FC-4 Features

Type =6

New Type ]=

. 1Ype =15

The FC-4 Features Word Contain the (4 bit) FC-4 Feature codes

Refer to (e.g. Target)

5.2.3.13in
FC-GS-6

73
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