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FC-BB-5 Chartered Work Item

• The FC-BB-6 AdHoc working group has a 
chartered work item called

– VN_Port to VN_Port Virtual Links

• This is a proposal for permitting CNAs to send 
FCoE ULP Messages directly to each other
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A direct CNA to CNA path between these Switch ports can not (normally) be used 
with FC-BB-5 Spec. devices, but could be used with Adapter Based Shortcuts

An FCoE Network Configuration Example
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* This is a reflection of the FC-BB-5 FCF model without a built in Ethernet Switch, hence there is no issue with STP loops in this picture
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VN_Port (X)

VF_Port (V)
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An internal CNA to CNA path between these Switch ports can not (normally) be 
used with FC-BB-5 Spec. devices, but could be used with Adapter Based Shortcuts

An FCoE Network Configuration 
with a single Ethernet Switch Example
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3nd Try -- What’s New This Time

• Added Time out of Shortcut approval from FCF

• Explanation regarding why changes to the 
Name Server is not required

• Additional Discussion on whether the Shortcut 
Verification Request/Reply and Keep Alives 
should be FIP based or FCoE based

• Miscellaneous minor clean-up
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Host
Systems

Storage
Controllers

(1)
(d)

(L11)
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(L1)

(L10)

(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

PLOGI/PLOGI ACC

* FLOGI with new Shortcut capable Flag

First you perform the End to End Login 
Processes (as normal*)
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Shortcut Aware FCF
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FCF 
Inspecting PLOCI 

ACCEPT?

After PLOGI 
ACCEPT 

Inspection

FCF Generates
End-to-

End_Connection_Established 
Message to Switch (& ENode)

Adapter sends 
End-to-

End_Connection 
Established  

Message to FCF

YesNo

We must decide if the FCF can 
and will inspect PLOGI ACCEPT



Host
Systems

Storage
Controllers

(1)
(d)

(L11)

(L9)

(L1)

(L10)

(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

End-To-End_Connection_Established FIP message from VN_Port

Then you determine the FPMA of your peer 
and with the help of the FCF, Update the Switch

Switch should update ACEs to permit FCoE messages between the VN_Port peers
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FPMA 
determined 

from FC-MAP 
ϧ ǇŜŜǊΩǎ 

N_Port_ID

End-To-End_Connection_Established  
(Reflection) FIP message from FCF



Host
Systems

Storage
Controllers

(1)
(d)

(L11)

(L9)

(L1)

(L10)

(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

Shortcut Establishment

Exchange 
Shortcut_Path_Verification message

and
Shortcut_Path_Verification Response messages

To Establish the Shortcut Path

Then you Establish the Shortcut Path

Ensure that a path exists and that it can handle the appropriate sized Jumbo Frames
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Host
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Storage
Controllers

(1)
(d)
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(L1)
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(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

FCoE ULP Frames

Exchange
FCoE bidirectional FCoE  Messages

(& Shortcut Keep Alive)

Then you Send & Receive FCoE ULP Frames via the 
Shortcut Path
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Host
Systems

Storage
Controllers

(1)
(d)

(L11)

(L9)

(L1)

(L10)

(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

Clear Shortcut

•Can be sent by FCF when it detects an E-t-E 
connection disruption

e.g. when RSCN changes Zone 
(& ENodes are now in separate Zones)
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Used to Clear Defunct Shortcut ACEs

•Can be sent by VN_Port 
-Whenever the Port is logged out
-Whenever the Shortcut Path Times out

e.g. when the Shortcut Cable is pulled



Host
Systems

Storage
Controllers

(1)
(d)

(L11)

(L9)

(L1)

(L10)

(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

Fabric Connection Termination same as Today

Sent When Fabric Connection is stopped, 
• Switch will drop all Dynamic ACEs
• Including Shortcut path ACEs
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When Host Reboot 
•Normal FC-BB-5 use techniques 
•Clearing of FC-BB-5 ACEs clears 
Shortcut ACEs



Compatibility
• Requires Shortcut enable CNAs on both sides

(or Shortcut Proxy*)

– Existing CNAs should currently be discarding any 
message not coming from the FCF

• Requires Shortcut Aware FCFs
– ¢ƻ ŀǇǇǊƻǾŜ ǘƘŜ /b!Ωǎ {ƘƻǊǘŎǳǘ ŘŜǎƛǊŜ
– To issue the End-to-End_Connection_Established FCF 

FIP message to the Switch
• Triggered via the End-to-End_Connection_Established FIP 

message from the VN_Port (as a Reflection)
• Or
• ¢ǊƛƎƎŜǊŜŘ Ǿƛŀ ǘƘŜ C/CΩǎ ƛƴǎǇŜŎǘƛƻƴ ƻŦ ǘƘŜ t[hDL !//

* See T11/09-518v0
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Value of potential additional Information in Name Server
• Proposal was made to extend Name server with ABS information ςVLAN ID, 
a!/ !ŘŘǊŜǎǎ ϧ !.{ ά/ŀǇŀōƛƭƛǘȅ .ƛǘέ

• VLAN ID
– Ethernet uses VLANs to provide isolation between different devices

– Requires Administrative overt action to permit NIC-1 to talk to NIC-2 on any specific VLAN

– In a BB-5 compatible environment different VLANs are for different Fabrics

– Also on a single Ethernet Segment different Fabrics must exist only via separate VLANs

– 9ŀŎƘ CŀōǊƛŎΩǎ C/C ǿƛƭƭ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ /b!ǎ ŀƴŘ ŜŀŎƘ ǿƛƭƭ ōŜ ƻƴ ǘƘŜƛǊ ƻǿƴ ±[!b

• For CNA-1 to talk through an FCF to CNA-2 they must be on the same Fabric (and that means the 
same VLAN)

– Each FC Name Server is a per-Fabric Construct, so only ENode information in that VLAN/VF 
can be placed into the Name Server of that Fabric (No cross Fabric Information)

Ą THEREFORE Recording the VLAN ID has no practical value

• MAC Address is NOT needed, it is known because of FPMA

• !.{ ά/ŀǇŀōƛƭƛǘȅ .ƛǘέ
– Will be determined in probably less then 1 ms by the ABS adapter CNAs anyway

– {ƻ ŎƘŀƴƎƛƴƎ ǘƘŜ bŀƳŜ {ŜǊǾŜǊ ŦƻǊ ǘƘƛǎ άŎŀǇŀōƛƭƛǘȅ ōƛǘέ ƛǎ ƻŦ Řǳōƛƻǳǎ value
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Link Verification Example
• Assume a Network of 10 Ethernet 10GE Switches between FCoE ABS 

Adapters (CNAs)
• Assume that each switch takes 10us to switch a packet

(This is a long time since the goal is to get it under 1us)

• And assume that the ENode takes 100us to send or respond to a Shortcut 
Path MAC address Validation request 

(this is a very long time within a HW CNA or SW CNA)

– This causes a Round Trip Time (RTT) of 300us
[(10*10us) + (2*100us) = 300us ]

• If we are off by 10x then the RTT = 3ms
(100 Switches and ENode time of 1ms each

• If we are off by 100x then the RTT = 30ms
(1000 switches and ENode time of 10ms)

• So it is reasonable to believe that less than 1/3 second will  ever be 
needed to validate a direct VN_Port to VN_Port Shortcut path
– Probably less than 1ms

• This is parallel operation so all Shortcut Paths/MAC Addresses can be 
validated at the same time

• This RTT is NOT sufficient enough to require Name Server Changes to carry 
Shortcut Information
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¢ƘŜ άIŀǊŘέ {ŜŎǳǊƛǘȅ wŜǉǳƛǊŜƳŜƴǘǎ

• ENode MUST NOT accept any Unicast frame 
(FIP or FCoE) unless it is from either:

– The appropriate VF_Port 

– Its Peer VN_Port 

• But only if the Logical End-to End Connection  exists
(after the PLOGI ACCEPT)

• This is independent of any ACEs/ACLs
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Zoning
• Zoning would be unchanged 

– The Logical Connections have to be established via the FCF
– The Logical Connection have to remain or everything will stop
– Prevents the establishment of any inappropriate Shortcut Connections

• Not Hard Zoning (packet by packet)
but 
• Not Soft Zoning (informational)

• Lets call it FIRM Zoning (Only permits PLOGI within Zone)
– Without PLOGI nothing happens
– ACEs will prevent Msgs being sent to non Peer VN_Ports

• Shortcut Enabled CNAs will reject any Shortcut message that does not 
ƘŀǾŜ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ a!/ !ŘŘǊŜǎǎ ƻŦ ƛǘǎ ǇŜŜǊΩǎ ±bψtƻǊǘ
– PLOGI ACC must have been completed with the VN_Port peer

• ½ƻƴƛƴƎ ŎƘŀƴƎŜǎ ǿƛƭƭ ŎŀǳǎŜ w{/b ǎŀƳŜ ŀǎ ǘƻŘŀȅΣ ōǳǘ ŀƭǎƻ ά/ƭŜŀǊ {ƘƻǊǘŎǳǘέ 
FIP Message for the Switch to disable the ACE(s)
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Zoning Change

• When devices are Zoned out during an Active 
Logical End-to-End Connection

– FCF will send the RSCN Message to the ENode 

• As is done today

and

• C/C ǿƛƭƭ ǎŜƴŘ ǘƘŜ ƴŜǿ ά/ƭŜŀǊ {ƘƻǊǘŎǳǘέ CLt 
Message

– With a descriptor that identifies the Shortcut Path

• So a Dynamic-ACE-Creating Switch will clear the ACE
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Shortcut Related FIP/FCoE Messages
• One modified existing FIP Message

– FLOGI ςGiven a new Shortcut Capable Flag
• Informational

• A FIP Message from the CNA to the FCF (Not needed with inspecting FCF)

– End-To-End_Connection_Established CNA FIP Message

• A new FIP Message from the FCF to CNA & Switch

– End-To-End_Connection_Established (Reflection) FCF FIP Message
• Means OK to try shortcut connection

• Means Switch should set up Shortcut ACE

• A new FIP message to disable the Shortcut ACE permission
• 3 Shortcut_Path Messages Built on FCoE ELS Msg

1. Shortcut_Path_Verification

2. Shortcut_Path_Verification Response

3. Shortcut_Path Keep Alive
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New Flag in FLOGI Request 
FIP Message

• The Shortcut Capable Flag

• Informs the FCF that this ENode is capable and 
desires to take a Shortcut if one is available
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FIP Operation Code = 002h Reserved SubCode = 01h

Descriptor List Length = 38 Flags

Type = 7 Length = 36 Reserved

FLOGI (or NPIV FDISC Request
(no CRC, SOF, nor EOF) 

Type = 2 Length = 2 

Proposed VN_Port MAC Address

F
P C

Operation Section of the FLOGI Request FIP Message
with the Informational ShortCut Capable Flag (“C”)
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A VN_Port Shortcut Request Message

¢ƘŜ ά9ƴŘ-To-9ƴŘψ/ƻƴƴŜŎǘƛƻƴψ9ǎǘŀōƭƛǎƘŜŘέ 
VN_Port FIP Message
– Sent by a Shortcut Enabled CNA
– Used by FCF to trigger creating the Shortcut OK 

Msg
• Tells the FCF that an End-to-End Connection has been 

established and requests the FCF to authorized a Shortcut
• Used to trigger the response message from the FCF to the 

Switch
• Used when the FCF does not inspect PLOGI ACCEPTs
• Contains the MAC Address of the Peer VN_Ports

– Sent after the PLOGI ACCEPT is sent or received by the 
VN_Port
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The Operation Section of an
End-To-End_Connection_Established VN_Port FIP Message

(Shortcut Request Message)
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ENode Ą FCF

FIP Operation Code = 003h                         Reserved SubCode = 03h

Descriptor List Length = 4 Flags

Type = 129 Length = 4

VN_Port’s MAC Address

Reserved

Shortcut Peer’s VN_Port’s MAC Address



An FCF Shortcut OK Message
¢ƘŜ ά9ƴŘ-To-9ƴŘψ/ƻƴƴŜŎǘƛƻƴψ9ǎǘŀōƭƛǎƘŜŘέ FCF FIP 

Message
–{Ŝƴǘ ōȅ ŀ {ƘƻǊǘŎǳǘ ά!ŎǘƛǾŜƭȅ ǇŀǊǘƛŎƛǇŀǘƛƴƎέ C/C
– Used by Inspecting Switch to set up Shortcut ACEs

• Tells the Switch that an End-to-End Connection is Established and 
Shortcut path is OK

• Contains the MAC Address of the Peer VN_Ports

– Triggered by either:
• End-to-End_Connection_Established FIP message from VN_Port
• FCF inspection of the PLOGI ACC
• aŀȅ ōŜ ŀ άwŜŦƭŜŎǘƛƻƴέ ƻŦ ǘƘŜ ±bψtƻǊǘ 9-t-E triggering FIP Msg

– If Not Received by the ENode within  xxxxx ms then no 
approval is granted by the FCF

• Default will be to continue in FC-BB-5 mode
• Administrative action could permit it to attempt to establish the 

shortcut in any event
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FIP Operation Code = 003h                         Reserved SubCode = 04h

Descriptor List Length = 4 Flags

Type = 129 Length = 4

VN_Port’s MAC Address

Reserved

Shortcut Peer’s VN_Port’s MAC Address

The Operation Section of an 
End-To-End_Connection_Established FCF FIP Message

(Shortcut OK Message)
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FCFĄ ENode



FIP Clear Shortcut
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FIP Operation Code = 0003h Reserved SubCode = 05h

Descriptor List Length = 4 Flags

Type = 129 Len = 4

VN_Port MAC Address

Reserved

Peer’s VN_Port MAC Address

Used to Clear existing Shortcut ACEs
Can be sent by FCF

e.g. when RSCN changes Zone
Can be sent by VN_Port with the matching VN_Port MAC Address

e.g. when Shortcut path Times out, or Port Logoff, etc.



Shortcut FCoE ELS Frames Instead of FIP?

• Improves Security in case of a dangling ACE/ACL
– FIP enables promiscuity 

• Anything that can speak FIP to an ENode can (try to) claim to be its FCF

– The FCoE ELS message can only permit minor functions
• Shortcut establishment where previous FCF authorization permits
• Shortcut Keep-Alives

– Impersonating a VN_Port is considerably less dangerous

• ¢ƘŜ άIŀǊŘέ {ŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘΣ ƛƴ ŀōƻǾŜ ǎƭƛŘŜΣ ŀƴŘ ŎƻǊǊŜŎǘƭȅ 
ƛƳǇƭŜƳŜƴǘŜŘ 9bƻŘŜǎ ǎƘƻǳƭŘ ƴƻǘ ƴŜŜŘ ǘƘƛǎ ŜȄǘǊŀ ǇǊƻǘŜŎǘƛƻƴΧΦΦ 
IƻǿŜǾŜǊΧ
– ¢Ƙƛǎ ƛǎ ŎŀƭƭŜŘ ά{ŜŎǳǊƛǘȅ ƛƴ 5ŜǇǘƘέ
– Both Forms of Shortcut Frames are shown below (ELS & FIP)
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90h

Padding to FCoE Minimum Length

Payload Section of the Shortcut_Path 
FCoE ELS Messages

10/7/2009
Adapter Based Shortcuts
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91h

Padding to FCoE Maximum Length

92h

Padding to FCoE Minimum Length

Verification

Verification
Response

Keep-Alive

R_CTL = 22h & Type = 01h



Shortcut Path Verification FIP Messages
(only needed if FCoE types are not used) 
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FIP Operation Code = 0003h Reserved SubCode = 06h

Descriptor List Length = 4 Flags

Type = 2 Len = 2

Sending VN_Port MAC Address

FIP Operation Code = 0003h Reserved SubCode = 06h

Descriptor List Length = 4 Flags

Type = 2 Len = 2

Sending VN_Port MAC Address

Shortcut Path Verification Request

Shortcut Path Verification Response
(padded out to Maximum Frame Size)

R

Response 
Flag



Keep Alives (FCoE Based)

• Both the Main Path (Virtual link with FCF) and the 
{ƘƻǊǘŎǳǘ tŀǘƘ Ƴǳǎǘ ōŜ άYŜǇǘ !ƭƛǾŜέ

• Main Path Kept Alive as specified in FC-BB-5
• Shortcut Path will be Kept Alive with an exchange of 
ά{ƘƻǊǘŎǳǘψtŀǘƘ YŜŜǇ !ƭƛǾŜέ aŜǎǎŀƎŜǎ
– [ƛƪŜ ǘƘŜ ά{ƘƻǊǘŎǳǘψtŀǘƘ ±ŜǊƛŦƛŎŀǘƛƻƴέ message

• But no padding except for anything needed to meet min size

– {Ŝƴǘ ŜǾŜǊȅ άCY!ψ!5±ψtŜǊƛƻŘέ
• Default 8 seconds

– If Shortcut path stops, CNA should detect it and Logout (issue 
Port LOGO, Issue Clear Shortcut FIP Msg, etc.)

• FCoE Based KA messages are shown above, however the 
FIP version is the same as FC-BB-5
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FIP Operation Codes
(with new operations highlighted)

31

Operation Code Subcode Operation

0001h 01h Discovery, Solicitation ENode/FCF to FCF

02h Discovery, Advertisement from FCF

0002h 01h FLOGI/FDISC/LOGO/ELP, Request

02h FLOGI/FDISC/LOGO/ELP, Reply

0003h 01h FIP Keep Alive

02h FIP Clear Virtual Link

03h Shortcut  Request

04h Shortcut OK

05h Clear Shortcut

06h Shortcut Path Verification Request/Response

0004h 01h FIP VLAN Request

02h FIP VLAN Notification

FFF8h .. FFFEh 00h .. FFh Vendor Specific

All others All others Reserved
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FCoE Dynamic ACL & ACEs

• Using the End-To-End_Connection_Established FIP Message
– The Inspecting Switch should create new ACE

– Place it on top of the ACE established with the FLOGI ACC

• New ACEs
ά{! Ґ ŀǎǎƛƎƴŜŘ ±bψtƻǊǘ a!/ ŀŘŘǊŜǎǎΣ 5! Ґ tŜŜǊ ±bψtƻǊǘ a!/ ŀŘŘǊŜǎǎΣ ¢ȅǇŜ Ґ FIP, ǇŜǊƳƛǘΤέ *

ά{! Ґ ŀǎǎƛƎƴŜŘ ±bψtƻǊǘ a!/ ŀŘŘǊŜǎǎΣ 5! Ґ tŜŜǊ ±bψtƻǊǘ a!/ ŀŘŘǊŜǎǎΣ ¢ȅǇŜ Ґ C/ƻ9Σ ǇŜǊƳƛǘΤέ 

{Note: the top FC-BB-5 suggested ACE (built from FLOGI ACC information)  is

άSA = assigned VN_Port MAC address, DA = FCF-MAC address, Type = FCoE, permitΤέϒ

* Needed only if FIP messages are used for Shortcut Path and Keep Alive Messages
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Place on top of other ACEs



Static ACLs

• If only Static ACLs are possible:

(or if it is NOT possible to inspect the NEW "End-
to-End_Connection_Established" FIP message 
and then create a dynamic ACEs) 

– The following ACEs should be considered:
• ά{!ǇǊŜ Ґ C/-MAP, DApre = FC-MAP, Type = FCoE, permitΤέ

• ά{!ǇǊŜ Ґ C/-MAP, DApre = FC-MAP, Type = FIP, permitΤέ*

* Needed only if FIP messages are used for Shortcut Path and Keep Alive Messages
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Shortcut Enabled 
ά!ŎǘƛǾŜέ ±bψtƻǊǘ  --- A 

Shortcut Enabled 
άtŀǎǎƛǾŜέ ±bψtƻǊǘ  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Link OK

Wait

Wait

Link OK

SPV-R

Wait

SPV-R

Ready to Handle & 
Send/Receive ULP 

Messages in FCoE frames

Listen for SPV

Listen for SPV-R

Listen for SPV-R (or FCoE ULP  Frames)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Note: the VN_Ports will ignore any reception of a duplicate SPV or SPV-R
*ErrorĄ Report Error & continue as normal with FCF VF_Port

Ready to Send & 
Receive ULP Messages 

in FCoE frames
(Can Receive via FCF)

(Logout if 2 paths used  
for FCoE ULP arrivals)

No Response
Or

ULP FCoE 
Frame from FCF

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

Flow Ladder for  a Shortcut Path Establishment 
Protocol
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SPV & SPV-R 
Msg.s  can be 

doubled to 
avoid FCS Errors



Shortcut Enabled 
ά!ŎǘƛǾŜέ ±bψtƻǊǘ  --- A 

Shortcut Enabled 
άtŀǎǎƛǾŜέ ±bψtƻǊǘ  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Wait

Wait

No Response
Continue 
normal 

processing 
with FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

*ErrorĄ Report Error &  continue as normal with FCF VF_Port

Listen for SPV/SPV-R

Listen for SPV-R

No Response
Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

X

Note: These are the same actions that are taken by Shortcut Enabled ENode/VN_Ports 
when the other  side is a non Shortcut CNA

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #1
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Shortcut Enabled 
ά!ŎǘƛǾŜέ ±bψtƻǊǘ  --- A 

Shortcut Enabled 
άtŀǎǎƛǾŜέ ±bψtƻǊǘ  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Wait

Wait
SPV-R

Listen for SPV/SPV-R

Listen for SPV-R

X

Wait
No Response

Or
ULP FCoE 

Frame from FCF

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

Listen for SPV-R (or FCoE ULP Frames)

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

*ErrorĄ Report Error & continue as normal with FCF VF_Port

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #2
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Shortcut Enabled 
ά!ŎǘƛǾŜέ ±bψtƻǊǘ  --- A 

Shortcut Enabled 
άtŀǎǎƛǾŜέ ±bψtƻǊǘ  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Link OK

Wait

Wait
SPV-R

SPV-R

Ready to Send & 
Receive ULP Messages 

on Shortcut
(Can Receive via FCF)

(Logout if 2 paths used  
for arrivals) 

Listen for SPV/SPV-R

Listen for SPV-R

X
Wait

Listen for SPV-R (or FCoE ULP Frames)

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

No Response
Or

ULP FCoE 
Frame from FCF

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

*ErrorĄ Report Error & continue as normal with FCF VF_Port

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #3
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Shortcut Enabled 
ά!ŎǘƛǾŜέ ±bψtƻǊǘ  --- A 

Shortcut Enabled 
άtŀǎǎƛǾŜέ ±bψtƻǊǘ --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Link OK

Wait

Wait

Link OK

SPV-R

Wait

SPV-R

Listen for SPV/SPV-R

Listen for SPV-R

Listen for SPV-R (or FCoE ULP Frames)

X

Send FCoE frame

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

No Response
Or

ULP FCoE 
Frame from FCF

Ready to handle & 
Send/Receive ULP 

Messages in FCoE frames

*ErrorĄ Report Error & continue as normal with FCF VF_Port

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

Ready to Send & 
Receive ULP Messages 

in FCoE frames
(Can Receive via FCF)

(Logout if 2 paths used  
for arrivals)

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #4
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Summary
• These Shortcut enabled CNAs can Enable FC/FCoE to go into smaller installations

– Only a small FCF is needed for new installations (only a few ports & w/o Ethernet Switch)

– Cost to get started is very low

– Training to get started is very small

– Strong competitor for folks that would otherwise select iSCSI

– New Sales of CNAs, Small FCFs, FCoE Storage Controllers, 10GE Lossless Switches

– But only a single Subnet ςthis is not for Large Configurations

• Enables new Installation to grow into Enterprises with Full Fledged Fabrics that 
offer

– HARD Zoning

– Virtualization of Storage Controllers

– Fabric Logging and Backup

– Fabric provided Encryption at Rest

– Etc.

• ¦ƴƭƛƪŜƭȅ ǘƻ ŎŀǳǎŜ ŀ ŎƘŀƴƎŜ ǘƻ ǘƻŘŀȅΩǎ Cǳƭƭ C/κC/ƻ9 CŀōǊƛŎǎ
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Thank You
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Appendix
(¢ƻŘŀȅΩǎ Connection Process)
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Connection Process        (Page 1 or 2)
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Enode A
FIP Snooping 

Bridge FCF

FIP Solicitation

PLOGI NS

FIP Snooping 

Bridge Enode B

This is the login process being used today extended for the all FCoE use case.

Assume:

1) ENode A is logging in and ENode B is already present.

2) ENode A and B are zoned to have access to one another 

FIP VLAN Request
FIP VLAN Request

ACE Allows this

FIP VLAN Notification

FIP VLAN Notification

If FIP Snooping is enabled on the 

ingress port and the attached port is 

trusted, this is forwarded.

FIP Solicitation

ACE Allows this

FIP Advertisement

FIP Advertisement

If FIP Snooping is enabled on the 

ingress port and the attached port is 

trusted, this is forwarded.

FIP FLOGI

FIP FLOGI

ACE Allows this

FIP FLOGI ACC

FIP FLOGI ACC

If FIP Snooping is enabled on the 

ingress port and the attached port is 

trusted, this is forwarded.

Ingress ACL updated to allow FCoE 

frames from FPMA to FCF-MAC
RSCN

RSCN

PLOGI NS

PLOGI ACC

PLOGI ACC

ACE Allows this

Register NS

Register NS

ACC

ACC

/ƻƴǘƛƴǳŜŘ ōŜƭƻǿΧ

(Compliments of Erik Smith)

Note: NS = Name Server
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Connection Process        (Page 2 of 2)

Enode A
FIP Snooping 

Bridge FCF

PLOGI Target

FIP Snooping 

Bridge Enode B

This is the login process being used today extended for the all FCoE use case.

Assume:

1) ENode A is logging in and ENode B is already present.

2) ENode A and B are zoned to have access to one another 

Query NS

Query NS

NS Response

NS Response

PLOGI Target
PLOGI Target

PLOGI Target

PLOGI ACC

PLOGI ACC

PLOGI ACC

PLOGI ACC

PRLI Target

PRLI Target
PRLI Target

PRLI Target

PRLI ACC

PRLI ACC

PRLI ACC

PRLI ACC

List of 24 bit Addresses are 

returned.  This includes 

other Enodes as well as 

native FC Targets.

Host will PLOGI / PRLI  to each 24 bit 

address (other than it’s own) returned 

in the NS response.


