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Background 

! !This is a substantial modification to T11/09-648v0, 
that is much more aligned with the FC model 

! !This presentation obsoletes: 

http://www.t11.org/ftp/t11/pub/fc/bb-6/09-648v0.pdf 

http://www.t11.org/ftp/t11/pub/fc/bb-6/09-539v0.pdf  

http://www.t11.org/ftp/t11/pub/fc/bb-6/09-425v0.pdf  
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VN_Port to VN_Port 

Distributed FCF Functionality 

Added Functionality in FC-BB-6 

FC-BB-5 
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Major Changes 

! !T11/09-648v0 was based on the idea of creating 
ÒshortcutsÓ 

! !That is a bogus idea, since it is a severe departure 
from the VN_Port to VF_Port and VE_Port to 
VE_Port model of FC 

! !This presentation first clearly identifies the location 
of the VF_Ports and then replaces the concept of 
ÒshortcutÓ with the concept of ÒFC forwardingÓ 

! !To simplify the explanation it also withdraws the 
concept of FC-CMP and it uses the FCF concept 

An FC-CMP can be seen as an FCF that has a single FCoE 
port used only for control and management purposes 
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Why is the concept of shortcut bogus 

FPP FPP 

FCF 

Pre-shortcut situation 

VF VF 

VN VN 

Orphan 
VF_Ports 

FPP FPP 

FCF 

Post-shortcut situation 

VF VF 

VN VN 

Lost access to Fabric Services 
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Other considerations 

! !Shortcuts creation, maintenance and removal is 
tricky and can cause out-of-order frames 

! !Are shortcuts really ÒshortcutsÓ? 

At the FCoE layer it is impossible to tell 

FCoE is unaware of the Ethernet topology 

Spanning Tree, multi-chassis Etherchannel, and, in the 
future, TRILL control the Ethernet topology 

! !There are situations for which what appears to be a 
shortcut in FCoE may be a ÒlongcutÓ in Ethernet !  
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LetÕs practice Spanning Tree (ST) 

! !Which is the shortest path from A to B? 

! !The question is an oxymoron: ST is a tree 

! !In a tree there is a single path between any MAC 
address pair 

A B B 

B 

Root 
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Necessary conditions for shortcuts 

! !The initiator (A), the FCF and the target (B) must be 
connected to the same layer 2 network (VLAN) 

The idea is to replace A-FCF and FCF-B with A-B and the 
hope is that A-B is shorter 

! !Today 100% of the Ethernet installed base uses ST 

The root is always located in the core and the blocking 
always happen at the periphery 

In our example the red link is blocked either on the right or 
left side 

B A 

FCF 

B 
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Best case scenario for shortcut 

B 

Root 

FCF 

shortcut Regular 
Path 

It is something only if the FCF is a bottleneck ! 
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FCF Model 

E_Port E_Port É F_Port F_Port É FC Fabric Interface 

FC Switching Element 

É 

Lossless Ethernet MAC Ethernet_Port 

Ethernet_Port 

Ethernet_Port 

Lossless Ethernet 
Bridging Element 

Ethernet_Port Ethernet_Port É Ethernet_Port 

FCoE_LEP FCoE 
Entity 

FCoE 
Controller 

VF_Port FC-2V 

FCoE 
Entity 

FCoE_LEP FCoE_LEP FCoE_LEP 

or VE_Port FC-2V 

Lossless Ethernet MAC Ethernet_Port 

Ethernet_Port 

Ethernet_Port 

Lossless Ethernet 
Bridging Element 

Ethernet_Port Ethernet_Port É Ethernet_Port 

FCoE_LEP FCoE 
Entity 

FCoE 
Controller 

VF_Port FC-2V 
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FCoE_LEP FCoE_LEP FCoE_LEP 

or VE_Port FC-2V 
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A Possible FCF Implementation 

FC Switching Element 

Lossless Ethernet MAC 

Ethernet_Port 

Lossless Ethernet 
Bridging Element 

Ethernet_Port Ethernet_Port É Ethernet_Port 

FCoE 
Controller 

VF_Port FC-2V 

FCoE 
Entity 

FCoE_LEP FCoE_LEP FCoE_LEP 
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Best case scenario for shortcut 

B 

Root 
shortcut 

It is something only if the FCF is a bottleneck ! 

Regular 
Path 
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Is the previous one a realistic topology? 

FCF 
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How does it scale? 

FCF 

A B 

Which is the shortest path between A and B? 
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TodayÕs FCoE Networks 

A B 

The problem? Too many Domain_IDs 

FCF 
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In Reality 

A B 

The problem? Too many Domain_IDs 

FCF 
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The Solution 

A B 

One Domain_ID 

FCF 

FPP FPP FPP FPP FPP FPP FPP FPP 
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A Simpler Model 

! !There is no pre/post shortcut, there is just FC 
forwarding 

It does not require that both ports are in the same  
Spanning Tree domain 

Possibility for true Òshortest pathsÓ 

FPP 

FPP FPP 
FPP 

FCF 

VF 

VN 

VF 

VN 

VA 
VA 
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What is a VA_Port 

! !VA (Virtual Adjacent) 

! !It is very similar to a VE port, but it works inside a 
domain 

! !No FSPF required, just Ethernet adjacency 

! !The resulting FC forwarding database is the union 
of the entries learnt through physical adjacency 
and FSPF 
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VE_Port to VE_Port Configuration 

Lossless 
Ethernet 
network 

FCF A 

FCF B 

FCF C 

VE_Port 

VE_Port 

VE_Port 

VE_Port 

VE_Port 

VE_Port 

Domain_ID C 

Domain_ID A 

Domain_ID B 
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FCF 

VA_Port to VA_Port Configuration 

Lossless 
Ethernet 
network 

FPP B 

FPP A 

VA_Port 

VA_Port 

VA_Port 

Domain_ID K 

Domain_ID K 

Domain_ID K 
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FC-BB-6 vs. FC-BB-5 

Lossless 
Ethernet 
network 

FPP A 

VF_Port 

ENode H1 

VN_Port 

VN_Port 

ENode H2 

VN_Port 

Locally Unique N_Port_IDs 

N_Port_ID(b) 

N_Port_ID(a) 

N_Port_ID(bf) 

VN_Port 

N_Port_ID(af) 

VF_Port 

FPP B 

Lossless 
Ethernet 
network 

FCF 

FC-BB-5 

FC-BB-6 

FC-BB-6 

Distributed FCF 

Unchanged! 

Possible Layer 2 boundary 
(decoupling of STs) 
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LetÕs now consider how it works 

! !Message Flow 

FIP and FLOGI messages are exchanged 

Distributed Zoning Information is installed 

Traffic starts to flow 

Normal FC routing directs the FC frames 

! !Control Plane organization 

Additional FIP messages 

Statistic Collection 

Security 
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FIP (including FLOGI) 

FPP 

FPP FPP 
FPP 

FPP 

FCF-MAC 

MAC-F1 

FIP 

MAC-A 

MAC-F3 

MAC-F1 
MAC-F2 

Eth Header 

FIP 

FCF 

This is repeated independently for each FPP 
(FLOGI for each ENode) 

FPP-MAC 

MAC-A 

FIP 

There is one FCF per domainID 
Each FPP  has its own FPP-MAC 
that semantically is an FCF-MAC 
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FIP - Other ENodes do FLOGI 

FPP 

FPP FPP 
FPP 

FPP 

MAC-A 

MAC-F3 

MAC-F1 
MAC-F2 

FCF 

1.1.1 

1.1.2 

1.1.3 

MAC-B 

Resulting situation 
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Data Plane Ð Distributed Zoning 

! !Distributed Zoning is enforced by the FPPs 

! !The FPPs receive from the FCF triplets 

{S_ID (Source_FCID), D_ID (Destination_FCID), Allow/Deny} 

! !These Triplets need to be updated as new ENodes 
FLOGI/FLOGO into the fabric 

! !FIP should be extended to carry distributed zoning 
information 
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Data Plane Ð Distributed Zoning 

FPP 

FPP FPP 
FPP 

FPP 

MAC-A 

MAC-F3 

MAC-F1 
MAC-F2 

FCF 

1.1.1 

1.1.2 

1.1.3 

MAC-B 

1.1.1 1.1.2 Allow 

1.1.1 1.1.3 Allow 

1.1.1 * Deny 

1.1.3 1.1.1 Allow 

1.1.3 * Deny 

1.1.2 1.1.1 Allow 

1.1.2 * Deny 

Distributed Zoning 
pushed through FIP 
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Data Plane Forwarding 

! !Both the FCFs and the FPPs 

Forward inside a domain according to the adjacency 
information 

Forward across domains according the the FSPF 
information 

! !FC forwarding tables are modified as a result of 
topology changes, NOT due to FLOGI, FDISC, 
PLOGI, or PRLI. 

! !Forwarding tables for the FPP: 

may be computed  centrally by the FCF and pushed to the 
FPP through FIP (preferred solution) 

May be computed locally by the FPP (alternative) 
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Data Plane forwardingÐ Example #1 

FPP 

FPP FPP 
FPP 

1.1.1 

1.1.3 

MAC-A 

MAC-B 

MAC-F1 
MAC-F2 

FPP1-MAC 

FPMA-A 

1.1.3 

1.1.1 

MAC-F2 

MAC-F1 

1.1.3 

1.1.1 

FPMA-B 

FPP2-MAC 

1.1.3 

1.1.1 

Eth Header 

FC header 

FCF 
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Data Plane Forwarding Ð Example #2 

FPP 

FPP 

FPP 

1.1.1 

1.1.2 

MAC-A 

MAC-F3 

MAC-F1 

FPP1-MAC 

FPMA-A 

1.1.2 

1.1.1 

MAC-F3 

MAC-F1 

1.1.2 

1.1.1 

1.1.2 

1.1.1 

FCF 



Silvano Gai 31 31 31 

Control Plane 

! !LetÕs now focus on the control plane connection 
between each FPP and the FCF 

FPP 

FPP FPP 
FPP 

FCF 

A virtual point-to-point 
connection between each 
FPP and the FCF 
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FPP to FCF connection 

! ! Three major functionalities: 
Forward FIP messages 

Proxy the FIP protocol 

Including VLAN Discovery 

Proxy the keepalive protocol 

Support a delegation protocol used by the FCF to delegate to the FPP 

FC forwarding information 

Distributed zoning (FCoE ACLs) 

Support a protocol to collect statistics and monitor traffic 
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Security(*) 

FPP 

FCF 

FIP 

Connection Organization 

(*) authentication is probably all what we need 

Statistics 

Delegation 
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In separate presentations 

! !Additional FIP messages 

Mister FIP, aka Claudio DeSanti 

For next meeting 

! !Security 

Landon Curt Noll 

T11/10-330v0, February 2010 
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To IP or not to IP, this is the question 

! !Last meeting we spoke of using IP and it seemed a 
good idea 

e.g. IPsec + GRE for FIP 

! !LetÕs remind that in FC-BB-5 ENodes must be in the 
same layer 2 domain 

IP does not buy us much! 

! !FCoE and FIP run over a lossless priority, while IP 
runs over a lossy priority 

If we want to use IP, we need TCP 

Stream vs. frames 

! !For these reasons we donÕt recommend using IP 
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Alternatives to IPsec 

! !Layer 2 alternatives to IPsec include: 

MACsec (IEEE 802.1 AE) 

A Cryptographic Integrity TLV  for FIP 

! !See LandonÕs presentation 
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FIP from the ENode 

! !Both the multicast and 
the unicast versions of 
FIP messages are 
encapsulated into a 
unicast message from 
the FPP to the FCF 

MAC-A 

MAC-F1 

FCF-MAC 

MAC-F1 

FIP 

FCF 

FPP-MAC 

MAC-A 

FIP 

FPP 

multicast 

MAC-A 

FIP 

In the following the term FPP-
MAC is used to indicate that 
each FPP has its own MAC 
address. Semantically an 

FPP-MAC is an FCF-MAC.  
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FIP to the ENode 

! !Both the multicast and 
the unicast versions of 
FIP messages are 
encapsulated into a 
unicast message from 
the FCF to the FPP 

! !The FPP sends a 
unicast or multicast 
message depending on 
the FIP message MAC-A 

MAC-F1 

FCF-MAC 

MAC-F1 

FIP 

FCF 

MAC-A 

FPP-MAC 

FIP 

FPP 

multicast 

FPP-MAC 

FIP 
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How can we deal with statistics 

! !Statistics information is 
available in: 

MIB (require IP) 

FC-GS-6 (does not require IP) 

! !LetÕs define a VN_Port on 
the FPP whose sole 
purpose is to pass 
statistics using FC-GS-6 

! !This VN_Port will have a 
standard FCoE virtual link 
(VN_Port to VF_Port) with 
the FCF 

FCF 

FPP 
VN_Port 

VF_Port 
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Summary 

! !FIP messages 

Existing one are unchanged 

Some multicast messages between the FPP and the FCF are 
sent as unicast 

! !Distributed Zoning 

Add new FIP messages to update the distribute zoning 
information on the FPPs as a result of FLOGI/FLOGO 

! !FC forwarding 

Add FIP messages to install forwarding rules in the FPPs 

! !Statistics 

Add a VN_Port on the FPP to be used for FC-GS-6 
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Thank you 

Image Credit:Flickr user kimerlyfaye 
Creative Commons License 
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