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Purpose of the Proposal

This Proposal brings together the FC
capabilities of direct interconnection with the
Ethernet Switching capability. It will therefore

bypass (or Shortcut around) any requirement
for an FCF to be involved



An FCoE “Direct Mode” (dABS) Network Configuration
Example
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A CNA to CNA FCoE path between these Switch ports should now be possible even
without an FCF using “Direct Mode” Adapter Based Shortcuts
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An FCoE “Direct Mode” (dABS) Network Configuration
with a single Ethernet Switch

Example
Ethernet
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An internal CNA to CNA FCoE path between these Switch ports should now be
possible even without an FCF using “Direct Mode” Adapter Based Shortcuts



First you see of FCF is present

Initiator
Target CNA

Storage
Controllers

With no response to FCF Discovery Solicitation
CNAs will enter “Direct Mode”
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Then Enter “Direct Mode” & Get a MAC Addr
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Each ENode Generates a MAC Address for its own VN_Ports
Then it will send a test message to that MAC Address to see if it is Unique
If it is Unigue, no response will be received
If not Unique a Conflict Response Message will be Received
If Conflict, Generate another MAC Address and send test message, etc.
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Initiators will Solicit Advertisements from
Targets

Send Receive
Discovery Di.sc'ov?ry
olicitation ESEE Solicitations

- / . - Discover Solicitation 5 ot
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Host Eé! =l Ej! Eén! 0 “ALL-Target-MACs = [Pdeticod
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Initiator will issue a Discovery Solicitation to “ALL-Target-MACs”
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Receive
Advertisements
from Targets
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Targets will Respond
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Each Target (within the VLAN) that received the Solicitation will respond with a
Unicast Advertisement to the Solicitating Initiator with their VN_Port MAC Address

in the Advertisement

Now the Initiator will know the MAC Addresses of all the Target Ports and create a
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list of available Targets

List may be pruned based on Admin directions
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Then End-to-End Virtual Link is Established

Send FLOGI
ACCto
Initiator

Send FLOG
to Target

FLOGI from Initiator

FLOGI ACC from Targetg g g

The Initiator will select a Target from a list of all the responding Targets and send it an FLOGI
The Target will respond with an FLOGI ACCept
At that point the End-to-End Virtual Link has been established
PLOGI/PRLI etc can commence and ULP Data can be exchanged

Storage

Host Controllers

Systems

Note: the FLOGI/PLOGI/PRLI processes are defined by the
Point to Point Rules in 6.2.2.2 & 6.2.2.4 in FC-LS
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Then you Send & Receive FCoE ULP Frames

CNA & CNA &
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Exchange
FCoE bidirectional ULP Messages



Changed/Updated FIP Messages

T=11 F=0
FIP Operation Code = 0001h Reserved I SubCode\; 02h
Descriptor List Length = 13 Flags TABF

Type =1 I Len=1 Reserved I Priority
Type = 2 I Len=2
i Target VN_Port MAC Address
Type =4 I Len=3 I Reserved
i Targethame
Type=5 | Len =4 | Default VF_ID
Reserved I FC_MAP
Default Fabric_Name
Type =12 I Len=2 I Reserved
FKA_ADV_Period

Padding to Max Receive Size of Soliciting Entity, if Solicited (i.e. if S=1b,

otherwise no padding

Target VN_Port Advertisement




Security

A If there is no FC Fabric, no Security is provided by the Fabric

A In “Direct Mode” the installation is responsible for Security

Admin sets up appropriate VLANs
Admin may subset Targets for specific Initiators within an appropriate VLAN

Admin may subset Initiators that can discover Targets, and ENodes that can
FLOGI

Admin can setup appropriate ACLs/ACEs
Dynamic ACEs can add additional protection on Initiator ports

A Protocol provides some assistance with FIP
A See “ACLS/ACEs” Slide below

Adapters can perform checks which limit exposure
A See “Checks Performed by Adapters” slide below

A FC-SP can be used if supported by Initiator & Target

A If customer wants more — they should

Buy a small FCF and use the Shortcut mode
Buy a full size FCF and use FC-BB-5 processes .-.
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Summary

A ABS “Direct Mode” can support Connections
without an FCF

| Ethernet Switched connections
I Un-switched connections
A Permits FCoE to go way-down market
I Focus is on single Lossless Ethernet Segments

A Made for smaller installations where Admin is
responsible for ensuring appropriate Security
is in place, and does not need Hard Zoning

>
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Thank You

Adapter Based Shortcuts
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“Direct Mode” operation (1)

A Initial FCF discovery occurs as in FC-BB-5
A When ENodes get no response to Discovery Solicitation to “ALL-FCF-MACs” they may attempt
to operate in “Direct Mode”
T Initiator will locate Direct Paths to Targets
T If permitted by the Admin or Default

In “Direct Mode”

A ENodes Dynamically create their own VN_Port (FPMA) MAC Address
T Details on MAC Address Creation Slide below
A Initiators issue a discovery solicitation with DA = “All-Target-MACs” & ENode MAC Address as
SA

T Targets respond with a Unicast Discovery Advertisement back to the Soliciting Initiator’s ENode using
Target’s VN_Port MAC Address as SA

A When Targets initially come up (and donot find an FcF), they may issue -- for each VN_Port --
Multicast Advertisements with DA = “All-Initiator-MACs” & SA =Target ENode MAC Address

T With a Target VN_Ports MAC Address within the Advertisement (issued for each VN_Port)
T The Multicast Advertisements maybe repeated every FKA_ADV_Period

A FLOGI and FLOGI Accept, etc. then occur directly between Initiators and Targets

(Note: Admin can decide whether or not FCFs are solicited and/or whether Targets are solicited, and whether Targets Advertise , or targets
accept direct mode, etc.)
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Direct Mode operation (2

A Initiator performs all functions within the Admin established
VLAN*

I FLOGI selections can be adjusted based on Admin input

A Targets perform the FLOGI ACCEPT
I See Point to Point FLOGI Rules (6.2.2.2 & 6.2.2.4 in FC-LS)
I Must use the VN_Port MAC Address as the SA

A Either the Initiator performs the PLOGI, PRLI or the port with
the highest N_Port_Name issues the PLOGI, etc. (per 6.2.2.4
in FC-LS)

A Most other protocols are the same
I But see -- Other “Direct Mode” Misc Details — Slide (below)

* VLANs will be one key method of determining who can FLOGI to whom

>
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Other “Direct Mode” Misc Details

Initiators will place the MAC address of the VN_Port being instantiated into
the FLOGI FIP message and use an SA = ENode MAC Address

Targets must “reflect” the Initiator’s VN_Port MAC Address back to the
initiator (in the FLOGI ACCEPT) and use an SA=VN_Port MAC Address

S_ID & D_ID are taken from the 24 Low Order bits of the VN_Port MAC
Addresses

I Details on S-ID & D_ID Slide Below

There should be a default Fabric_Name, VF_ID, FC-MAP for non FCF mode

Target ENodes should provide a vendor unique Target Name in the
Advertisements

I A unigue name per Storage Controller
I Could be the Node_Name of one of the Target’s ENodes

FLOGO can be issued by either side and will end the logical connection and
drop PLOGIs and PRLIs etc.

I When FLOGO received by either side it should respond with an FLOGO ACCEPT
A For removal of any dynamic ACEs )
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Keep Alives

A Like normal FCF Advertisement processes, the Target ENode
Controller will issue periodic Advertisements

I This period is define by FKA_ADV_Period
I With the SA = ENode Controller MAC Address
I With the DA = “ALL-Initiator-MACs”

A Keep Alive FIP Messages will be issued by Initiators ENode
Controllers to Peer Target ENode Controllers

I Every FKA_ADV_Period (Default every 8 seconds)

A Keep Alive FIP Messages will be issued periodically on behalf of the
local VN_Port(s) to the Remote VN _Port(s) in order to maintain the

Switch Learning

I The receiving ENode/VN_Port should just ignore these messages since

it is only intended to maintain the Switch learning
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VN_Port MAC Address Creation

A ENodes in “Direct Mode” will create their own MAC Address for their
VN_Ports
I MAC Address will be based on using the Default (or Admin assigned) FC-MAP
in the High Order 24 bits of the Address

I The Low Order 24 bits will must be Randomly Chosen as follows

A The High order 8 bits will have a value between 240 and 254 — In FPMA this is the
Domain ID bits and 240 — 254 are not used

A The Low order 16 bits will be between 00x and FFx

A The total number of unigue Low Order 24 bits is (65,535 * 15) = 983,025 for each FC-
MAP

A ENodes must determine that the chosen MAC Address is unique

I By sending a Solicitation to the chosen MAC Address with a request for a
response if the chosen MAC Address is in use
A A new Verification Solicitation FIP SubCode
T If aresponse is received back, the ENode should chose a new MAC Address
A A new Address Response FIP SubCode

A Initiators do this before Multicasting Discovery to “All-Target-MACs” and
Targets do this before any type of Advertisement
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New FIP Messages

FIP Operation Code = 0001h

Reserved SubCode = 03h

Descriptor List Length = 2

Fla;gs

Type=2 Len=2

Potential VN_Port MAC Address

Padding to Ethernet Minimum Length

VN_Port MAC Address Verification Solicitation

FIP Operation Code = 0001h

Reserved SubCode = 04h

Descriptor List Length = 2

Flags

Type=2 Len=2

Conflicting VN_Port MAC Address

Padding to Ethernet Minimum Length

VN_Port MAC Address Conflict Response
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S ID&D ID

A The Initiator VN_Port will set the S_ID in the FLOGI to the value of the
Low Order 24 bits of the VN_Port MAC Address (which is being
instantiated) and the D_ID to Zero (or ‘FFFFFEh’)*

I And will subsequently use the S_ID returned in the FLOGI ACCEPT as the
Target’s FC_ID and will place it in the D_ID when that VN_Port sends
messages to the Target

A The Target will obtain the Initiator's FC_ID from the S_ID sent in the
FLOGI request

|  And subsequently use that FC_ID as the D_ID when it sends messages to
the Initiator

I ltsown S_ID will be extracted from the Low Order 24 Bits of its own
VN_Port MAC Address

* ‘FFFFFER’ is the F_Port Controller Well-known address but in VN_Port to VN_Port connection there is no F_Port
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Checks performed by Adapters

(When in a “Direct Mode” Environment)

A Frames with Non FC-MAP SAs should be processed only in the following
cases
I “VN_Port MAC Address Verification Solicitation”
I DA = ‘All-Target-MACs’ (Solicitation from Initiators)
T DA =‘All-ENode-MACs’ (Advertisements from new FCF)
T FLOGI (from Admin approved Initator)

A FLOGI & FLOGI ACC FIP frames should be rigorously checked for consistency

I Target should validate that the S_ID and requested MAC Address is consistent in the
FLOGI, and the MAC address is in a FPMA form

T The initiator should validate that the FLOGI ACC has the same SA as was in the sent FLOGI
DA and matches the MAC Address in the advertisement

T Target Adapter should accept Admin input on what Node Name(s) to include/exclude as
Acceptable on Discovery Solicitations

I Target Adapters should accept Admin input on what Initiators ENode MAC Address to
include/exclude as acceptable on Discovery Solicitations or FLOGI

A After FLOGI/FLOGI ACCEPT, only Frames from Established Peers should be
processed and they should all be in FPMA form

Note: Targets will send out Advertisements and FLOGI ACCepts only with an SA that equals the VN_Port FC-MAP based MAC.a;dress
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ACLs/ACEs

Base ACEs (Static)

A SA=ENode MAC address, DApre = FC-MAP, Type = FIP, permit (for MAC address verification & Keep Alives)

A DA = All-FCF-MACs, Type = FIP, permit;

A DA ={FCFs}, Type = FIP, permit; -- If any FCFs exist (only applicable if new FCFs are started after” Direct Mode”)
A Type = FIP, deny;

A Type = FCoE, deny;

A SApre = FC-MAP, deny; --Note: applies to FPMA only

A Any non-FCoE related ACEs

Initiator only Ports (placed on top of the Base ACEs)
A sA= assigned VN_Port MAC address, DA = FCF/Target-MAC address, Type = FCoE, permit; -- Dynamic (for Data)
A SA =assigned VN_Port MAC address, DA = Target-MAC address, Type =FIP, permit; -- Dynamic (Keep Alives)
A DA = All-Target-MACs, Type = FIP, permit; -- placed on Initiator ports — Static
Note: Targets may not need any ACEs (but if they do, here are some)
Target only Ports (placed on top of the Base ACEs)
A SApre = FC-MAP, DApre = FC-MAP, Type = FCoE, permit; -- placed statically on Target ports for Data
A DA = All-Initiator-MACs, Type = FIP, permit; -- placed statically on Target ports (for Advertisements)
A DApre = FC-MAP, Type = FIP, permit; -- placed statically on Target ports (For FLOGI ACC)
Target & Initiator Combo Ports (placed on top of the Base ACEs)
SA = assigned VN_Port MAC address, DA = FCF/Target-MAC address, Type = FCoE, permit; -- Dynamic (for Data)
SApre = FC-MAP, DApre = FC-MAP, Type = FCoE, permit; -- placed statically on Combo ports ????
DA = All-Initiator-MACs, Type = FIP, permit; -- placed statically on Combo ports
DA = All-Target-MACs, Type = FIP, permit; -- placed statically on combo ports

DApre = FC-MAP, Type = FIP, permit; -- placed statically on Target ports (for Target FLO #ACC & Initiator KA)
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