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FC-BB-5 Chartered Work Item

 The FC-BB-6 AdHoc working group has a chartered work
item called

— VN_Port to VN_Port Virtual Links

* Adapter Based Shortcut Presentation Doc. 09-516v0.pdf
was presented to the FC-BB-6 AdHoc working group

— |t proposed a way that CNAs could be permitted to send
FCoE ULP Messages directly to each other

* This presentation picks up from there and proposes an
FCoE Shortcut Proxy (FSP) Ethernet Switch that provides
Shortcutting for current CNAs
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An FCoE Network Configuration Example

Central FCF Function Point
(FCF)

VF_Port (V) VF_Port (W)

FSP Ethernet
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A direct Shortcut path between these Switch ports can not (normally) be used
with FC-BB-5 Spec. devices, but could be used with Proxy Based Shortcuts



An FCoE Network Configuration
with a single Ethernet Switch Example

Central FCF Function Point

(FCF)
VF_Port (V) E===)

(L5)

FSP Ethernet
Switch (A)

E=ns

,/l Storage
: f Controllers
f

(1) (2) (a) (b)

CNA &
VN_Port (X)

CNA &
VN_Port (Y)

Host
Systems

An internal path between these Switch ports can not (normally) be used with FC-
BB-5 Spec. devices, but could be used with Proxy Based Shortcuts
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First you perform the End to End Login
Processes (as normal)

PLOGI/PLOGI ACC
A2 L10

CNA & CNA &
VN_Port (X) (L11) S VN_Port (Y)
S=== / A )
\ N
e X C T g Storage
:! =N Controllers
(1)

Host
Systems
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The FSP Detects/Inspects your PLOGI ACC

(L8)
FSP Ethernet
B)

CNA &
VN_Port (Y)
>
Storage
g g g g Controllers

(1) (d)

FSP Ethernet
Switch (A

CNA &
VN_Port (X)

Host
Systems

Detect/Inspects PLOGI ACC
And Builds Peer FPMA from S_ID/D_ID
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Then the FSP Establishes the Shortcut Path

(FCF)

FSP Ethernet

FSP Ethernet
Switch (A)

CNA &
VN_Port (X)

CNA &
VN_Port (Y)

Shortcut Establishment

L d ] ] [
Host :Ei: Ei :Ei“ 53|!

Systems &= =: =: =

Storage
Controllers

FSPs Exchange
Shortcut_Path_Verification FIP message
and
Shortcut_Path_Verification Response FIP messages
To Establish the Shortcut Path

Ensure that a path exists and that it can handle the appropriate sized Jumbo Frames
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Then you Send & Receive FCoE ULP Frames via the
Shortcut Path

- — —

CNA & CNA &
VN_Port (X) (L11) VN_Port (Y)
L) === (L&)
=¥ =f = ,FCOE ULP Frames Storage
Host E! _’! H ’! g ~/ Controllers
Systems &= —

(1)

(By exchanging the DA or SA of the Peer CNAs with the VF_Port MAC Address)
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FSP “SA” & “DA” Exchanges

* FCoE ULP frames headed from the CNA
toward the FCF will have their DA replaced by
the MAC Address of the Remote peer’s MAC
Address and then sent on the Shortcut path

 FCoE ULP frames arriving on the Shortcut Path
will have their SA replaced by the related local
VF_Port’s MAC Address and then sent on to
the local VN_Port



Connection Termination same as Today
(FSP Switch will Detect LOGO & Clear Virtual Link)

CNA &
VN_Port (X)

CNA &
VN_Port (Y)

,/] Storage
y y f Controllers
f f

(1) (d)

Host
Systems

When Logical Connection is stopped,
 Switch will drop all Dynamic ACEs
* Drop all states regarding Shortcut path
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Proxy based Shortcut FIP Messages

(same as with Adapter Based Shortcut)

 Same modified FIP Message
— FLOGI — Given a new ShortCut Capable Flag
* Informational
 Same four FIP Messages Built on Keep Alive Msg

1. End-To-End_Connection_Established
— Used with Shortcut Enabled CNAs & FSP ports being just Switch ports

Shortcut_Path_Verification
Shortcut_Path_Verification Response
Shortcut_Path Keep Alive



An Optional FIP Message

The End-To-End_Connection _Established
Advertisement

e Sent by a Shortcut “Actively participating” FCF

e Useful so that PLOGI inspection by FSP is not
required
— Contains the MAC Address of the Peer VN_Ports



Compatibility with FSP

* FSP have the same compatibility capabilities
as with Adapter Based Shortcuts

* FSP will handle locally attached Shortcut
enabled CNAs like a normal Lossless Ethernet
(inspecting) Switch

* FSP will proxy for non Shortcut enabled CNAs

e FSP will work in compatibility mode (Via FCF)
for non Shortcut enabled CNAs that do not
have an FSP



Keep Alives

* Like with Adapter Based Shortcuts, both the
main path (Virtual link with FCF) and the
Shortcut Path must be “Kept Alive”

— Same FIP Frames, same timing etc. as FC-BB-5

* |f Shortcut enabled CNA detects shortcut path
stoppage it will issue FLOGO

 |f FSP detects shortcut path stoppage it will stop
(drop) all messages from the CNA

— FCF will notice the lack of message from CNA and
stop the logical link
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Operation Section of the FLOGI Request FIP Message
with the Informational ShortCutCa pa bl e F I &

FIP Operation Code = 002h Reserved SubCode = 01h

N

Descriptor List Length = 38 Flags (C)

Type =7 Length = 36 Reserved

FLOGI (or NPIV FDISC Request
(no CRC, SOF, nor EOF)

Length =2
Proposed VN_Port MAC Address




The Operation Section of an
End-To-End_Connection_Established FIP Message with
t he “E” FI ag

FIP Operation Code = 003h Reserved SubCode = 01h

Descriptor List Length =9 Flags )

Type =2 Length =2

Sending ENode’ s

Type =11 Length=5
Sending VN_Port MAC Address

Reserved Sending VN_Port N_Port_ID

Sending VN_Port_Name

Type = 128 Length =2
VN_Port MAC Address for the Remote VN_Port peer

73
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Operation Section of the
Shortcut_Path_Verification FIP Message

(and the Shortcut_Path Keep Alive FIP Message)

FIP Operation Code = 003h SubCode = 01h

Descriptor List Length = 7

Type =2 Length =2

Type =11

Sending VN_Port MAC Address

Reserved

Padding to FCoE Maximum Length
(or Minimum Length, if any, for Shortcut_Path Keep Alive)

- — Can be set to Zeros
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Operation Section of the Shortcut_Path_Verification
ResponseF | P Message with

FIP Operation Code = 003h Reserved SubCode = 01h

Descriptor List Length = 7

Type =2 Length =2

Type =11

Sending VN_Port MAC Address

Reserved

Padding to FCoE Maximum Length

- — Can be set to Zeros “
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The Operation Section of an End-To-End_Connection_Established

Advertisement OPTIONAL FIP Message

FIP Operation Code = 001h Reserved SubCode = 02h

Descriptor List Length = 14 B‘ ‘ Flags )A

Type=1

Length=1 Reserved Priority

Type =2

Length = 2

FCF' s MAC Addr ess

Type=4

Length=3 Reserved

Switch Name

Type=5

Length=4 VF_ID

Reserved

FC_MAP

Fabric_Name

Type =12

Length =2 Reserved

FKA_ADV_Period

Type =128

Length =2

Shortcut Peer ' s



The Operation Section of an End-To-End_Connection_Established
Advertisement OPTIONAL FIP Message

FIP Operation Code = 001h Reserved SubCode = 02h

Descriptor List Length = 14 Flags [Ej)A

Type=1 Length=1 Reserved Priority

Type =2 Length =2
FCF's MAC Address
Type =4 Length=3 Reserved

Switch Name
Type =5 Length=4 VF_ID
Reserved FC_MAP

Fabric_Name

Type =12 Length =2 Reserved

FKA_ADV_Period
Type = 129 Length=4
VN _ Po s MAC Addr es s

Reserved
Shor tidgetbtdedshReser ' s VN _Port'’




Flow Ladder for a Shortcut Path Establishment

FCoE Shortcut Proxy (FSP)
“Active” FSP Port --- A

Protocol

FCoE Shortcut Proxy (FSP)
“Passive” FSP Port --- B

SPV ==

Listen for SPV

I
Listen fpr SPV-R

= Whpit
|

|
ﬁPY-R

Wi:lit €
I
SP'I-R —
|
LinI{ OK
Ready to Send &Receive
FCoE ULP Messages on

Shortcut (Pass thru all FCF
received Msgs)

\

SPV & SPV-R
Msg.s can be
doubled to

Listen for SPV-R (or FCoE ULP Frames)
I

l.
wrt
I
Link:OK
Ready to Send &Receive

FCoE ULP Messages on
Shortcut (Pass thru all FCF

avoid FCS Errors

received Msgs)

Note: the FSP Ports will ignore any reception of a duplicate SPV or SPV-R

SPV=Shortcut_Path_Verification = SPV-R=Shortcut_Path
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Note: If FCOE ULP Msg arrives on both paths
(FCF & SC) pass it through w/o any SA update
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Flow Ladder for a Shortcut Path Establishment
Protocol in the presences of an FCS error
Example #1

FCoE Shortcut Proxy (FSP) FCoE Shortcut Proxy (FSP)
“Active” FSP Port --- A “Passive” FSP Port --- B
SPV = Listen for fPV/SPV-R Continue normal
processing with
Listen f%:r SPV-R ->X whit o Response FCF
(If subsequent
| message
| received on
Continue No Response Wait Shortcut,
normal Pass them thru)
processing with
FCF
(If subsequent
message
received on
Shortcut, pass
them thru)

Note: These are the same actions that are taken by an FSP Port when the other side is a
non Shortcut CNA, and has no FSP

SPV=Shortcut_Path_Verification =~ SPV-R=Shortcut_Path_Verification Response 5



Flow Ladder for a Shortcut Path Establishment

Protocol in the presences of an FCS error

Example #2

FCoE Shortcut Proxy (FSP)
“Active” FSP Port --- A

FCoE Shortcut Proxy (FSP)
“Passive” FSP Port --- B

SPV ==

Listen for SPV/SPV-R

Listen f(lir SPV-R

I
—= SPVIR

Continue
normal
processing with
FCF
(If subsequent
message
received on
Shortcut, pass
them thru)

Wait

SPV=Shortcut_Path_Verification = SPV-R=Shortcut_Path_Verification Response
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Listen for SPV-R (or FCoE ULP Frames)

. Or
wiit ULP FCoE >

No Response

Frame from FCF

Continue
normal
processing with
FCF
(If subsequent
message
received on
Shortcut,
then update SA
& Pass thru)

Note: If FCOE ULP Msg arrives on both paths
(FCF & SC) pass it through w/o any SA update
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Flow Ladder for a Shortcut Path Establishment

Protocol in the presences of an FCS error

FCoE Shortcut Proxy (FSP)
“Active” FSP Port --- A

Example #3

FCoE Shortcut Proxy (FSP)
“Passive” FSP Port --- B

SPV ==

Listen for SPV/SPV-R

Listen f%:r SPV-R
I

— W%\it
I
SPVIR

|
Wait €
}

|
SPV-R —

|
LinI{ oK

Ready to Send &Receive
FCoE ULP Messages on
Shortcut (Pass thru all FCF
received Msgs)

SPV=Shortcut_Path_Verification = SPV-R=Shortcut_Path_Verification Response
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Listen for SPV-R (or FCoE ULP Frames)

| No Response

. Or
whit ULP FCoE >

Frame from FCF

Continue
normal
processing with
FCF
(If subsequent
message
received on
Shortcut,
then update SA
& Pass thru)

Note: If FCOE ULP Msg arrives on both paths
(FCF & SC) pass it through w/o any SA update
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Flow Ladder for a Shortcut Path Establishment
Protocol in the presences of an FCS error

FCoE Shortcut Proxy (FSP)
“Active” FSP Port --- A

Example #4

FCoE Shortcut Proxy (FSP)
“Passive” FSP Port --- B

SPV ==

Listen for SPV/SPV-R

Listen f%:r SPV-R
I

= W%\it
I

|
Wait €&
!

|
SPV-R —

Link:OK
I

Ready to Send &Receive
FCoE ULP Messages on
Shortcut (Pass thru all FCF
received Msgs)

i
Send FCoRg ULP frame ~

SPV=Shortcut_Path_Verification = SPV-R=Shortcut_Path_Verification Response

10/07/2009

Adapter Based Shortcuts

SPVIR

|
Listen for SPV-R (or FCoE ULP Frames)
|

pit
/N l
UndOK

[

Ready to Send/Receive

FCoE ULP Messages via
Shortcut path

Note: If FCOE ULP Msg arrives on both paths
(FCF & SC) pass it through w/o any SA update
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FSP and Zoning

(Same as with Adapter Based Shortcuts)

e Zoning would be unchanged
— The Logical Connections have to be established via the FCF
— The Logical Connection have to remain or everything will stop

— That would prevent the establishment of any inappropriate
Shortcut Connections

* FSP will only update the SA/DA if the message has a valid
relationship between VN_MAC Address, the Local VF_MAC
and the Remote VF_MAC Address

— The non Shortcut Enabled CNA will reject all invalid SA/DAs
— PLOGI ACC must have been completed with the VN_Port peers

* Dynamic ACLs/ACEs are still available and Shortcut ACEs
will not be built unless the FC-BB-5 recommended ACE has
been built first ,_

S



FSP and Dynamic ACL ACEs

* For Shortcut enabled CNAs attached to the FSP as just a switch
— The End-To-End_Connection_Established FIP Message will be used to

* Create 2 new ACEs
* Place them on top of the ACE established with the FLOGI ACC

— The new ACEs

“SA = assigned VN_Port MAC address, DA = Peer VN_Port MAC address, fype = FCoE, permit;”
“SA = assigned VN_Port MAC address, DA = Peer VN_Port MAC address, Type = FIP, permit;”

— FC-BB-5 suggested ACEs (built from FLOGI ACC information)
“SA = assigned VN_Port MAC address, DA = FCF-MAC address, Type = FCoE, permit;”

* For Proxied non Shortcut enabled CNAs

— The FSP will provide internally (as needed) the permission to send the FCoE ULP and
FIP messages to the Remote Shortcut enabled peer
* Additional ACL's probably not needed

— The FC-BB-5 suggested ACEs will still be available/in place

=2



FSP & Static ACLs

» Static ACLs are possible as with normal Switches
— As suggested by FC-BB-5

* FSP should make its own permission for the
Shortcuts

— Nothing more should need to be added



Summary

* FSPs can be built today
— Can work with today’s CNAs
— Can work with new Shortcut enabled CNAs

* A compatible Standardized version can follow
latter

* Can provide a very low End to End latency

>
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