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FC-BB-5 Chartered Work Item

• The FC-BB-6 AdHoc working group has a 
chartered work item called

– VN_Port to VN_Port Virtual Links

• This is a proposal for permitting CNAs to send 
FCoE ULP Messages directly to each other
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A direct CNA to CNA path between these Switch ports can not (normally) be used 
with FC-BB-5 Spec. devices, but could be used with Adapter Based Shortcuts

An FCoE Network Configuration Example
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An internal CNA to CNA path between these Switch ports can not (normally) be 
used with FC-BB-5 Spec. devices, but could be used with Adapter Based Shortcuts

An FCoE Network Configuration 
with a single Ethernet Switch Example

10/7/2009 4Adapter Based Shortcuts



Host
Systems

Storage
Controllers

(1)
(d)

(L11)

(L9)

(L1)

(L10)

(L8)

(FCF)

CNA & 
VN_Port (X)

CNA & 
VN_Port (Y)

PLOGI/PLOGI ACC

* FLOGI with new Shortcut capable Flag

First you perform the End to End Login 
Processes (as normal)
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End-To-End_Connection_Established FIP message

Then you determine the FPMA of your peer 
and update the Switch

Switch should update ACEs to permit FCoE and FIP messages between the VN_Port peers
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Host
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Shortcut Establishment

Exchange
Shortcut_Path_Verification FIP message

and
Shortcut_Path_Verification Response FIP messages

To Establish the Shortcut Path

Then you Establish the Shortcut Path

Ensure that a path exists and that it can handle the appropriate sized Jumbo Frames
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FCoE ULP Frames

Exchange
FCoE bidirectional ULP  Messages

Then you Send & Receive FCoE ULP Frames via the 
Shortcut Path
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Connection Termination same as Today

When Logical Connection is stopped, 
• Switch will drop all Dynamic ACEs
• Drop all states regarding Shortcut path
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New & Modified FIP Messages

• One modified FIP Message
– FLOGI – Given a new Shortcut Capable Flag

• Informational

• Three new FIP Messages Built on Keep Alive Msg
1. End-To-End_Connection_Established
2. Shortcut_Path_Verification
3. Shortcut_Path_Verification Response
4. Shortcut_Path Keep Alive

• Use the same basic frame for 2 & 4 (except for 
Padding)
– Shortcut_Path Keep Alive FIP Message only need min
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Compatibility

• By building on the Keep Alive FIP message base

– Provides a built in compatibility

• The Operation Code and Sub Code are understood

• Does no harmed when received

– New Flags are in the Reserved area

• Must be ignored when received

– New Descriptors are in the non critical field

• If not understood, should be ignored

• Can start compatible implementations NOW

– Can officially standardize new messages over time

• Signaled via Version number
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Keep Alives
• Both the Main Path (Virtual link with FCF) and the 

Shortcut Path must be “Kept Alive”

• Main Path Kept Alive as specified in FC-BB-5

• Shortcut Path will be Kept Alive with an exchange of 
“Shortcut_Path Keep Alive” FIP Messages
– Same as “Shortcut_Path Verification” FIP message

• But no padding except for anything need to meet min size

– Sent every “FKA_ADV_Period”
• Default 8 seconds

– If Shortcut path stops, CNA should detect it and Logout 
(issue FLOGO)
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FIP Operation Code = 002h Reserved SubCode = 01h

Descriptor List Length = 38 Flags

Type = 7 Length = 36 Reserved

FLOGI (or NPIV FDISC Request
(no CRC, SOF, nor EOF) 

Type = 2 Length = 2 

Proposed VN_Port MAC Address

F
P C

Operation Section of the FLOGI Request FIP Message
with the Informational ShortCut Capable Flag (“C”)
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FIP Operation Code = 003h Reserved SubCode = 01h

Descriptor List Length = 9 Flags

Type = 2 Length = 2

Sending ENode’s MAC Address

Type = 11 Length = 5 

Sending VN_Port MAC Address

Reserved Sending VN_Port  N_Port_ID

Sending VN_Port_Name

Type = 128 Length = 2

VN_Port MAC Address for the Remote VN_Port peer

E

The Operation Section of an
End-To-End_Connection_Established FIP Message with 

the “E” Flag
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FIP Operation Code = 003h Reserved SubCode = 01h

Descriptor List Length = 7 Flags

Type = 2 Length = 2

Sending ENode’s MAC Address

Type = 11 Length = 5 

Sending VN_Port MAC Address

Reserved Sending VN_Port  N_Port_ID

Sending VN_Port_Name

Padding to FCoE Maximum Length
(or Minimum Length, if needed, for Shortcut_Path Keep Alives)

Operation Section of the 
Shortcut_Path_Verification FIP Message

(and the Shortcut_Path Keep Alive FIP Message)
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FIP Operation Code = 003h Reserved SubCode = 01h

Descriptor List Length = 7 Flags

Type = 2 Length = 2

Sending ENode’s MAC Address

Type = 11 Length = 5 

Sending VN_Port MAC Address

Reserved Sending VN_Port  N_Port_ID

Sending VN_Port_Name

Padding to FCoE Maximum Length

R

Operation Section of the Shortcut_Path_Verification 
Response FIP Message with the “R” Flag
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Shortcut Enabled 
“Active” VN_Port  --- A 

Shortcut Enabled 
“Passive” VN_Port  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Link OK

Wait

Wait

Link OK

SPV-R

Wait

SPV-R

Ready to Handle & 
Send/Receive ULP 

Messages in FCoE frames

Listen for SPV

Listen for SPV-R

Listen for SPV-R (or FCoE ULP  Frames)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Note: the VN_Ports will ignore any reception of a duplicate SPV or SPV-R
*ErrorĄ Report Error & continue as normal with FCF VF_Port

Ready to Send & 
Receive ULP Messages 

in FCoE frames
(Can Receive via FCF)

(Logout if 2 paths used  
for FCoE ULP arrivals)

No Response
Or

ULP FCoE 
Frame from FCF

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

Flow Ladder for  a Shortcut Path Establishment 
Protocol
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Shortcut Enabled 
“Active” VN_Port  --- A 

Shortcut Enabled 
“Passive” VN_Port  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Wait

Wait

No Response
Continue 
normal 

processing 
with FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

*ErrorĄ Report Error &  continue as normal with FCF VF_Port

Listen for SPV/SPV-R

Listen for SPV-R

No Response
Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

X

Note: These are the same actions that are taken by Shortcut Enabled ENode/VN_Ports 
when the other  side is a non Shortcut CNA

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #1
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Shortcut Enabled 
“Active” VN_Port  --- A 

Shortcut Enabled 
“Passive” VN_Port  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Wait

Wait
SPV-R

Listen for SPV/SPV-R

Listen for SPV-R

X

Wait
No Response

Or
ULP FCoE 

Frame from FCF

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

Listen for SPV-R (or FCoE ULP Frames)

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

*ErrorĄ Report Error & continue as normal with FCF VF_Port

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #2
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Shortcut Enabled 
“Active” VN_Port  --- A 

Shortcut Enabled 
“Passive” VN_Port  --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Link OK

Wait

Wait
SPV-R

SPV-R

Ready to Send & 
Receive ULP Messages 

on Shortcut
(Can Receive via FCF)

(Logout if 2 paths used  
for arrivals) 

Listen for SPV/SPV-R

Listen for SPV-R

X
Wait

Listen for SPV-R (or FCoE ULP Frames)

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

No Response
Or

ULP FCoE 
Frame from FCF

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

*ErrorĄ Report Error & continue as normal with FCF VF_Port

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #3

10/7/2009 Adapter Based Shortcuts 20



Shortcut Enabled 
“Active” VN_Port  --- A 

Shortcut Enabled 
“Passive” VN_Port --- B 

SPV=Shortcut_Path_Verification SPV-R=Shortcut_Path_Verification Response

SPV

Link OK

Wait

Wait

Link OK

SPV-R

Wait

SPV-R

Listen for SPV/SPV-R

Listen for SPV-R

Listen for SPV-R (or FCoE ULP Frames)

X

Send FCoE frame

No Response

Continue normal 
processing with 

FCF
(If subsequent 

message 
received on 

Shortcut 
Error*)

Continue 
normal 

processing with 
FCF

(If subsequent 
message 

received on 
Shortcut 
Error*)

No Response

No Response
Or

ULP FCoE 
Frame from FCF

Ready to handle & 
Send/Receive ULP 

Messages in FCoE frames

*ErrorĄ Report Error & continue as normal with FCF VF_Port

Error*, But 
process  any 

ULP Msgs 
received on 

Shortcut.
(Logout if 2 

paths used  for 
arrivals)

Ready to Send & 
Receive ULP Messages 

in FCoE frames
(Can Receive via FCF)

(Logout if 2 paths used  
for arrivals)

Flow Ladder for a Shortcut Path Establishment 
Protocol in the presences of an FCS error

Example #4
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Zoning

• Zoning would be unchanged 
– The Logical Connections have to be established via the FCF
– The Logical Connection have to remain or everything will stop
– That would prevent the establishment of any inappropriate 

Shortcut Connections

• Shortcut Enabled CNAs will reject any Shortcut message 
that does not have the appropriate MAC Address of its 
peer’s VN_Port
– PLOGI ACC must have been completed with the VN_Port peer

• Dynamic ACLs/ACEs are still available but Shortcut ACEs will 
not be built unless the FC-BB-5 recommended ACE has 
been built first
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FCoE Dynamic ACL & ACEs

• Using the End-To-End_Connection_Established FIP Message
– The Inspecting Switch should create 2 new ACEs

– Place them on top of the ACE established with the FLOGI ACC 

• New ACEs
“SA = assigned VN_Port MAC address, DA = Peer VN_Port MAC address, Type = FCoE, permit;” 

“SA = assigned VN_Port MAC address, DA = Peer VN_Port MAC address, Type = FIP, permit;”

• FC-BB-5 suggested ACEs (built from FLOGI ACC information)
“SA = assigned VN_Port MAC address, DA = FCF-MAC address, Type = FCoE, permit;”
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Static ACLs

• If only Static ACLs are possible:

(or if it is NOT possible to inspect the NEW "End-
to-End_Connection_Established" FIP message 
and then create a dynamic ACEs) 

– The following ACEs should be considered:
• “SApre = FC-MAP, DApre = FC-MAP, Type = FCoE, permit;”

• “SApre = FC-MAP, DApre = FC-MAP, Type = FIP, permit;”
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Summary

• These Shortcut enabled CNAs can be built 
Today!!!!

– With only a single vendor’s CNAs

– With a consortium of vendors

• The Standardized version can follow later

• Can provide the lowest possible latency

– When used with the best possible low latency 
Switch
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Thank You
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